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Tha  raaxamination  of  Dafanaa  intalliganoa  rolaa,  funotlona 
and  organlaational  atruoturaa  atinulatad  ^  tha  Ooldwatar-Nlohola 
Act  of  1986  and  aubaaquant  ohangaa  in  tha  global  and  fiaoal 
anvironnanta  Inoludaa  tha  countarlntalliganoa  (Cl)  diaolpllna.  A 
viav  hald  by  many  in  tha  Dafanaa  intalliganoa  community  la  that 
Cl  haa  not  coma  to  grlpa  with  thaaa  ohaiigaa,  and  ia  out  of  atap 
with  tha  ohangaa  taking  placa  alaawhara  In  tha  national  and 
Dafanaa  Intalliganoa  oommunltlaa.  In  faot,  Cl  haa  baan 
undargoing  aignifioant  tranafomation  alnoa  tha  1970a.  Eaoh 
ataga  in  that  tranafomation  haa  produoad  a  graatar  aanaa  of 
unity  of  purpoaa  and  oommonality  of  objaotivaa  in  tha  Cl 
community.  Tha  Dafanaa  Cl  community  la  alao  aotivaly  adapting  to 
thaaa  profound  anvironmantal  ohangaa  that  hava  takan  placa  alnoa 
1986.  Much  ramalna  to  ba  dona,  howavar,  in  tama  of  dafining  tha 
daairad  and  atata  for  jolntnaaa  in  Dafanaa  ci,  and  in  mapping  tha 
moat  appropriata  path  to  that  and  atata.  Dafanaa  Cl  faoaa  a 
numbar  of  Important  atrataglo  ohallangaa  in  tha  yaara  ahaad.  A 
kay  alamant  in  avaluating  thaaa  ohallangaa  la  finding  tha  oorraot 
balanoa  batwaan  Cl  aupport  to  joint  an  unlflad  military 
oparatlona  on  tha  ona  hand,  and  oontlnuad  Cl  aupport  to  tha 
auatalnlng  baaa  on  tha  othar.  From  a  oaraful  analyaia  of  thaaa 
ohallangaa,  ona  may  than  darlva  at  laaat  tha  outlinaa  of  a 
daairad  and  atata.  Tha  quaatlon  than  bacomaa  ona  of  datamlnlng 
what,  if  any,  atruotural  ohangaa  naad  to  taka  plaoa  to  arrlva  at 
tha  and  atata.  To  aaalat  in  thla  datamlnatlon,  thia  atudy 
offara  four  atruotural  modala,  aaoh  with  a  diffarant  oantar  of 
gravity,  for  oonaldaration.  Thia  atudy  alao  offara  a  framawork 
for  furthar  raaaaroh  and  dlaouaaion  on  tha  futura  of  ohanga  in 
Dafanaa  Cl,  and  oonoludaa  that  aoma  ohanga  in  atruoturaa  may  ba 
Inavitabla.  If  Congraaa  or  aoma  othar  axtarnal  agant  drlvaa  that 
ohanga,  tha  raault  may  ba  laaa  aatlafaotory  than  If  tha  Dafanaa 
Cl  community  aata  ita  own  aganda  for  ohanga. 
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INTRODUCTION 


This  Study  will  susunsrlss  s  vsristy  of  sgsnts  of  ohsngs  that 
havs  had  Inpaot  on  tha  oountorlntalllganoa  (Cl)  oonaunlty  slnos 
ths  1970s,  but  partloularly  ovar  tha  past  daoada.  It  will  sat 
forth  a  nunbar  of  ohallangas  for  CX  rasulting  fron  ohangas  In  tha 
global  saourlty  anvlronnant  and  national  stratagy.  Finally,  with 
thasa  factors  In  mind,  wa  will  oohstruot  a  franawork  for  further 
rasaarch  and  discussion  In  tarus  of  defining  a  desired  and  state 
for  jolntnass  In  Cl  In  tha  Dapartnant  of  Dafansa  (DOD) ,  salaotlng 
tha  most  appropriate  pathway  to  that  and  state. 

Tha  raaxaninatlon  of  DOD  Intalliganca  roles,  functions  and 
organisational  structures  stlaulatad  by  tha  inplamantatioh  of  tha 
1986  Goldwatar-Nlchols  Act  includes  CX,  but  as  yet  has  produced 
little  noticeable  change  in  DOD  Cl  nathods  or  archltaoturos. 

This  statement  raflaots  what  appears  to  be  tha  convent  onal 
wisdom  in  soma  quarters  of  tha  Dafansa  intalliganca  community, 
and  raflaots  a  feeling  that  Cl  is  somehow  out  of  step.  Cl  has 
bean  and  continues  to  be  primarily  under  the  direction  and 
control  of  the  service  secretaries,  a  oiroumstanoa  which  has 
produced  a  view  among  soma  that  Cl  is  generally  mired  in  service 
parochialism.  The  fact  that  Cl  roles  and  missions  in  tha  joint 
arena  remain  largely  undeveloped  is  sometimes  viewed  as 
resistance  to  change. 


In  fact,  Cl  as  a  discipline  has  not  been  standing  still. 

Muoh  has  been  done  and  continues  to  be  done  within  the  US 
Intelligence  oonununlty  to  Improve  Cl  and  make  It  more  reeponslve 
to  national  security  and  defense  needs,  particularly  In  the  joint 
operational  arena,  in  mld-i992,  the  first  effort  began  to 
develop  joint  doctrine  and  tactics,  techniques  and  procedures  for 
Cl  within  DOD.  Service  Cl  agencies  have  become  more  ooneolous  of 
the  need  for  a  close  supporting  relationship  with  components  of 
the  combatant  commands.  Although  much  progress  has  occurred, 
much  remains  to  be  done.  Among  other  things,  there  is  as  yet  no 
clear  vision  of  an  agreed,  desired  end  state  for  Defense  Cl  in 
joint  terms.  It  is  time  to  begin  serious  consideration  of  that 
end  state. 

Few  senior  officers  on  active  duty  today  are  better 

qualified  to  comment  on  jointness  in  Defense  Cl  from  a  strategic 

perspective  than  Major  General  John  F.  Stewart,  Jr.,  U.s.  Army. 

At  this  writing.  General  Stewart  serves  as  the  Deputy  Chief  of 

Staff,  Intelligence,  U.S.  Army  Europe.  In  recent  years,  he 

served  as  J2,  U.S.  Southern  Command;  as  Commander,  U.S.  Army 

Intelligence  Agency;  and  as  Q2,  U.S.  Army  Central  Command  during 

operations  DESERT  SHIELD  and  DESERT  STORM.  In  commenting  on 

jolntness  in  Defense  Cl,  General  Stewart  wrote: 

T[he]  focus  on  joint  operations,  coupled  with  the  Inevitable 
reduced  resources  of  the  future  .  .  .  dictates  that  Cl  get 
on  the  joint  bandwagon.  .  .  .  The  change  will  not  be  easy, 
but  the  professionals  need  to  accomplish  it  so  we  can  serve 
the  nation  well  or  a  solution  will  be  dictated  to  us  that 
will  not  be  In  the  best  Interests  of  the  services  or  the 
country . ' 
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The  central  Issue  is  thus  not  just  the  achievement  of  some 
measure  of  jointness  In  defense  ci,  but  ohooelng  the  proper  path 
to  jolntnese  with  a  clearly  defined  end  state  In  view.  As  In 
many  military  disciplines,  there  are  many  theoretically  possible 
paths  to  jolntness.  Devising  and  designing  a  path  Is  relatively 
easy.  Selecting  and  Implementing  the  right  path  toward  the  end 
state  Is  a  matter  of  considerable  difficulty. 

Authoritative  literature  on  the  subject  of  contemporary  Cl 
Is  scant.  Thus  the  author  has  drawn  to  a  considerable  extent  on 
his  own  expertise  developed  out  of  nearly  three  decades  In 
military  Intelligence  and  over  20  years  in  CI.  For  the  rest,  the 
author  Is  Indebted  to  a  variety  of  officials  In  the  Defense 
Intelligence  community  who  have  contributed  their  own  expert 
views . 


AGENTS  OF  CHANGE 


Changes  In  the  U.S.  counterintelligence  community  have  been 
going  on  for  over  a  decade.  Cl,  as  It  Is  practiced  In  1993,  Is 
significantly  different  from  the  Cl  we  saw  In  1981.  The  net 
effect  of  these  changes  has  been  to  create  a  Cl  community  out  of 
a  set  of  rather  narrowly  focused  and  parochial  agencies  with 
little  sense  of  community.  Within  DOD,  these  changes  have 
gradually  moved  the  largely  decentralized  CI  community  toward  a 
sense  of  jointness  and  unity  of  effort. 
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Events  of  the  1970a  and  19808  have  served  both  to  stimulate 
change  In  Defense  Cl  and  to  shape  change  toward  a  sense  of 
jointness.  Of  these  historical  episodes,  one  stands  out  as 
providing  a  sharp  focus  on  both  the  need  for  Cl  and  the  need  for 
a  unity  of  effort  In  Cl.  The  "Year  of  the  Spy,"  mld~l985  to  the 
latter  part  of  1986,  Illuminated  historical  shortcomings  In  Cl, 
and  served  to  focus  the  attention  of  both  Congress  and  the 
Executive  Branch  on  a  program  for  change. 

Year  of  the  Spy.  The  arrest  of  John  Walher  In  May  1985, 
along  with  his  brother,  son,  and  confederate  Jerry  Whitworth,  for 
espionage  on  behalf  of  the  soviet  union  produced  shook  waves 
throughout  the  country.  The  Walker  case  prompted  a  great  deal  of 
public  posturing  by  elected  officials,  including  President 
Reagan,  various  members  of  both  houses  of  Congress  and  of  both 
major  political  parties.  Within  little  more  than  a  month  after 
Walker's  arrest,  the  House  of  Representatives  had  rammed  through 
a  bill  amending  the  Uniform  Code  of  Military  Justice  to  provide 
for  the  death  penalty  for  peacetime  espionage  acts.^  The  news 
media  brought  awareness  of  the  espionage  threat  to  the  American 
public  in  a  major  way.  To  illustrate,  the  Hew  York  Times  in 
1984,  before  the  Walker  case,  ran  a  total  of  131  articles  on 
espionage.  In  1985,  there  were  368  such  articles,  and  In  1986, 
373.^  Many  of  these  appeared  on  the  front  and  "op  ed"  pages. 
Beyond  exposure  of  the  espionage  threat,  the  recurrent  theme  of 
this  publicity  was  criticism  of  the  shortcomings  of  the  country's 
Cl  and  security  apparatus. 
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The  Walker-Whltworth  arrests  were  followed  In  relatively 
short  order  by  other  sensational  espionage  arrests 
which  cumulatively  produced  a  staggering  degree  of  damage  to 
national  security.  A  1986  statement  by  the  Senate  Select 
Committee  on  Intelligence  (SSCI)  oharaoterlaed  damage  from  the 
Walker  case  and  others  as  .  .  far  greater  than  anyone  In  the 
U.S.  govermnent  has  yet  acknowledged  publicly  .  .  .  billions  of 
dollars  of  actual  and  potential  damage  to  U.S.  military 
programs. 

The  year  1985  thus  became  known  In  the  popular  press  as  the 
"Year  of  the  Spy."  The  wave  of  espionage  arrests  did  not  stop 
there,  however.  The  U.S.  Army  had  Its  own  "Year  of  the  Spy"  In 
1988  with  the  arrests  of  Clyde  Conrad  and  James  Hall.  Conrad,  a 
retired  U.S.  Army  non-oommlssloned  officer  living  In  Germany,  had 
for  several  years  been  selling  classified  NATO,  V  Corps  and  8th 
Infantry  Division  war  planning  documents  to  Hungarian 
Intelligence.  These  and  many  other  arrests,  primarily  of  U.S. 
citizens,  through  the  end  of  the  1980s  suggest  that  rather  than  a 
"Year  of  the  Spy",  we  had  a  "Decade  of  the  Spy." 

One  of  the  Ironies  of  working  In  Cl  Is  that  what  the  Cl 
agent  considers  to  be  a  significant  Cl  success— ‘the  arrest  of  a 
spy — is  something  that  non-intelligence  leaders  In  the  military 
and  government  generally  tend  to  view  rather  as  a  security 
failure.  How,  they  ask,  could  we  have  been  so  badly  duped  for  so 
long  by  so  many?  Horsover,  the  groat  majority  of  the  U.S. 
citizens  Involved  were  "insiders",  that  is,  they  were  military 
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personnel  or  U.S.  civil  servants  who  had  been  investigated  and 
cleared  for  access  to  classified  Infonuatlon.  What,  these  sane 
leaders  ask,  is  wrong  with  our  personnel  security  systen  that  we 
do  not  detect  these  spies?  Why,  they  continue,  did  it  take  ci 
Investigators  nearly  two  decades  to  detect  a  John  Walker,  or  one 
decade  to  bring  down  a  Clyde  Conrad? 

Such  questions  can  be  answered  at  length  by  explanations  of 
the  difficulty  of  detecting  and  investigating  espionage  and  the 
Inherent  Imperfections  of  personnel  security  investigations  which 
must  be  accomplished  within  the  framework  of  our  democratic 
society.  The  most  germane  response  to  these  very  legitimate 
questions,  however,  is  that  not  until  the  mid-1980s  did  Cl  in  the 
US  emerge  from  the  dark  age  Imposed  on  it  in  the  early  1970s. 

OZ*s  Dark  kgs.  Public  revelations  of  investigative  excesses 
by  the  FBI  and  the  military  CI  agencies— especially  the  Army's— 
during  the  late  1960s  and  early  1970s  produced  Congressional 
outrage  and  Executive  Orders  11905  and  12036.^  These  clearly 
aimed  at  reining  in  what  the  Administration  and  Congress  alike 
portrayed  as  a  rogue  CI  apparatus.  The  Investigations  in 
question  were  originally  stimulated  by  U.S.  Government  fears  of 
widespread  civil  disturbances  carried  out  in  the  context  of  the 
civil  rights  and  antl-Vlet  Nam  war  movements.  Outbreaks  of 
violence  had  become  commonplace,  and  reached  a  zenith  of  sorts  in 
the  wake  of  the  assassination  of  Martin  Luther  King  in  April 
1968,  which  touched  off  riots  necessitating  the  use  of  federal 
military  resources  to  restore  order. 
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Neither  the  Vfhlte  House  nor  the  military  had  much  experience 
or  expertise  in  dealing  with  such  phenomena,  and  the  distinctions 
between  lawful  dissent  and  unlawfully  violent  dissidence  were  not 
well  understood.  In  an  effort  to  gain  a  better  underatanding  of 
the  sources  of  civil  violence,  the  Johnson  Administration  and  DOD 
deployed  the  FBI,  other  law  enforcement  agencies,  and  the 
military  Cl  agencies  as  an  intslllgsnoa  force.  These  agencies 
pursued  their  intelligence  mission  with  a  great  deal  of  seal  but 
little  oversight  or  guidance  on  what  might  be  termed  '’rules  of 
engagement.'’  Consequently,  the  intelligence  effort  got  out  of 
hand,  and  extended  well  into  the  area  of  mounting  clandestine 
surveillance  activities  against  virtually  anyone  who  was 
perceived  to  support  these  movements. 

Regulatory  guidelines  Implementing  the  Executive  Orders 
within  DOD*  were  even  more  draconian  than  the  orders  themselves. 
The  excesses  had  besmirched  the  reputation  of  the  military, 
particularly  the  Army.  Individuals  and  groups  involved  in  the 
protest  movements  who  had  learned  that  they  were  targets  of  such 
Intelligence  activities  Inundated  DOD  and  senior  officials  with 
litigation.  The  mood  of  leaders  in  DOD  was  that  Cl  must  be 
gotten  under  control.  The  control  that  ensued,  most  in  the  Cl 
community  would  agree,  virtually  paralyzed  legitimate  Cl 
investigative  and  operational  ef forts.'’ 

This  paralysis,  in  turn,  produced  institutional  atrophy  in 
the  service  Cl  agencies,  and  over  time  the  kinds  of  skills  needed 
to  conduct  Cl  activities  against  sophisticated  opponents  were 
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largely  lost.  This  "Dark  Age"  for  Cl  was  unquestionably  a  major 
contributing  factor  to  the  ability  of  the  John  Walkers  and  the 
Clyde  Conrads  of  the  world  to  carry  out  their  treasonous 
activities  for  long  periods  of  tine,  undetected. 

In  a  nore  positive  vein.  Cl's  Dark  Age  did  produce  a  greater 
awareness  in  Defense  Cl  of  the  legal  franework  within  which  it  is 
obliged  to  operate.  Moreover,  during  the  Dark  Age,  Cl 
professionals  had  the  tine  to  reflect  while  seeking  neanlngful 
work,  and  a  consensus  began  to  grow  that  traditional  ci,  which 
was  largely  United  to  counterespionage,  did  not  capture  the 
total  nature  of  the  threat.  They  began  to  see  that  nany 
countries,  and  especially  the  Soviet  Union,  had  wall  developed, 
sophisticated  intelligence  capabilities  that  paralleled  those  of 
the  U.s.  signals  intelligence,  inagery,  and  ether  intelligence 
capabilities  were  part  of  that  package,  and  needed  CI's 
attentlcn.  Further,  there  was  a  dawning  realisation  that 
intelligence  threats  were  not  United  to  those  of  our  avowed 
eneniea.  Prudence  dictated  that  there  should  be  sone  level  of 
concern  about  the  intelligence  services  of  nany  countries.  These 
Included  non-host ile  countries  who  wished  to  acquire  nore 
information  about  the  U.S.  than  the  U.S.  wished  to  share,  as  well 
as  a  number  of  states  with  whom  the  U.S.  could  become  embroiled 
in  a  contingency  situation. 

Two  key  CI  concepts  arose  from  this  thinking  which 
ultimately  contributed  to  greater  dialogue  and  a  sense  of  common 
purpose  among  the  Defense  CI  agencies.  First  was  the  notion  that 
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Cl's  mission  was  to  deal  with  intelligence  threats  generally,  and 
thus  cane  into  being  the  concept  of  a  multi-discipline  approach 
to  Cl  which  would  take  into  account  the  whole  range  of  activities 
carried  out  by  intelligence  services.  The  second  was  that  while 
the  highest  priority  for  Cl  was  the  aggregate  of  so-called 
hostile  intelligence  services,  there  was  a  need  to  deal  in  some 
fashion  with  the  larger  problem  of  foreign  intelligence  services 
generally. 

These  concepts  later  proved  to  be  a  sound  basis  for 
transitioning  from  the  terrible  certainties  of  the  Cold  War  era 
into  the  uncomfortable  uncertainties  of  the  emerging  New  World 
Order.  More  immediately,  however,  the  acceptance  of  these 
concepts  by  the  various  Cl  agencies,  coupled  with  the  relatively 
new  understanding  that  each  agency  could  in  its  own  way  enhanoa 
the  knowledge  and  understanding  of  the  others,  led  to  increasing 
dialogue  and  sharing  of  data.  The  analytical  elements  in  ths  ci 
agencies  especially  became  a  significant  stimulus  to  a  growing 
sense  of  community  among  the  CI  agencies  and  to  a  resultant  sense 
of  jointness  on  an  interagency  level. 

Rehabilitation  and  Renaissance,  if  the  l970s  were  Cl's  Dark 
Age,  then  the  1980s  proved  to  be  its  Renaissance.  In  1981,  a  new 
Executive  Order,  EO  12333,'  on  U.S.  intelligence  actlvltios 
reflected  a  change  in  the  way  both  the  Administration  and 
Congress  viewed  the  importance  of  intelligence  activities 
generally.  The  new  Reagan  Administration  was  pursuing  an 
announced  policy  of  dealing  with  what  came  to  be  called  "The  Evil 


9 


Empire",  and  a  vlgoroue  intelligenoe  capability,  to  Inclvida  Cl, 
became  an  important  arrow  in  the  President 'a  quiver.  The 
political  rehabilitation  of  ci  had  begun.  From  that  point,  ci 
began  to  exporienoe  a  recovery  from  ita  Dark  Age,  and  by  the  mld- 
1980a  had  recovered  Itu  lost  talents  suffloiently  to  begin  to 
experlenoe  auoaesa  in  ferreting  out  spies.  In  his  first  publlo 
oommentazy  on  the  subject,  President  Reagan  **.  .  .  called  for 
overturning  'unneoessary  reatriotions  on  our  seourity  and 
oounterintelligenOe  officials'  that  were  imposed  during  the 
1970s.*  Later,  the  President  stated  in  one  of  his  regular 
Saturday  radio  addresses  that  the  Administration  had  given  a  high 
priority  to  combatting  espionage.’* 

The  Year,  or  Deoade,  of  the  spy  brought  home  to  leaders  in 
Congress,  the  Administration  and  DOD  the  importance  of  effective 
CI  and  seourity  countermeasures  to  national  seourity,  and  created 
a  climate  of  fisoal  and  policy  support  for  further  improvements. 
It  also  brought  home  to  the  CI  community  that  interagency 
cooperation  toward  a  common  purpose  was  essential.  In  1986,  the 
SSCI  Issued  a  report  that  was  highly  critical  of  CI  and  seourity, 
and  accused  the  various  agencies  involved  of  less  than  full 
cooperation.  Most  Importantly,  it  called  for  the  creation  of  a 
national  CI  strategy  that  would,  among  other  things  "... 
Integrate  the  planning  and  resources  of  the  various  agencies  .  . 

.  In  fact,  many  of  the  CI  successes  of  the  late  1980s 

resulted  from  close  interagency  collaboration.  As  the  various  CI 
agencies  became  more  accustomed  to  dealing  with  one  another 
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routinely ,  they  laarnad  that  thay  could  produca  much  aynargy  by 
taking  advantaga  of  tha  somatlmaa  unigua  oapabllitlaa  of  tha 
othar  aganoiaa. 

By  tha  lata  l980a,  and  iMfora  tha  fall  of  tha  Barlln  trail 
algnalad  global  political  ohanga,  Cl  vaa  ahowlng  algna  of  a  full 
raeovary  from  tha  Dark  Aga  of  tha  1970a,  and  making  algnlf leant 
Inroada  Into  oountarlng  tha  thraat  poaad  by  hoatlla  Intalllganea 
aarvloaa,  aapaolally  thoaa  of  tha  Sovlat  Union  and  Ita  Waraaw 
Pact  alllaa.  Tha  onaulng  oollapaa  of  comnunlam,  tha  Sovlat  Union 
and  tha  Cold  War  produoad  muoh  tha  aama  affaota  of  rathlnklng  and 
raorlantatlon  on  tha  Cl  cbunmunlty  aa  It  did  on  tha  rant  of  tha 
Intalllganea  community  and  tha  national  aaourlty  atruotura 
ganarally. 

Aa  a  raault  of  tha  1986  ssci  raport,  tha  National  Saourlty 
counoll  (NSC)  and  tha  Dlractor  of  Cantral  Intalllganea  (DCI) 
bagan  to  play  an  aotlva  rola  In  aolldlfylng  tha  Cl  oommunlty  and 
eraatlng  unity  of  affort  to  a  algnlf leant  dagraa.  Undar  tha  NSC 
and  DCI  aagla,  tha  Cl  oommunlty  praparad  a  atrataglo,  Intaraganoy 
approach  to  Cl  In  raaponsa  to  National  Saourlty  Ravlaw  (NSR)  18. 
Tha  NSR  18  raport  waa  In  final  form  whan  tha  tida  of  political 
upheaval  bagan  In  Eaatarn  Europe.  Thera  waa  a  faat-paoad 
raavaluatlon  and  rewrite  of  NSR  18  to  aooommodato  tha  new 
raalltlaa,  and  Praaldant  Buah  ultimately  approved  tha  new 
national  Cl  atratagy  In  tha  form  of  National  Saourlty  Dlraotlva 
47  In  October  1990.'^ 
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The  interagency  neohanlsn  that  undertook  the  formulation  of 
the  NSR  18  report  was  the  already  existing  Senior  Interagency 
Group/Intelligence  (SIQ/I) ,  with  its  subordinate  interagency 
groups  (lOs)  for  Cl  and  security  countermeasures.  The  Director 
of  the  IG/CI  was  the  FBI  Director,  Judge  William  Webster,  who 
later  became  the  DCI.  under  Judge  Webster's  leadership,  the 
IG/CI  began  to  flourish  as  the  primary  agent  of  change  in  the  Cl 
community.  During  the  Bush  Administration,  the  National  Advisory 
Group  for  Cl  and  Security  Countermeasures  (NAG/CI&SCM)  replaced 
the  SIG/I,  and  a  set  of  Advisory  Groups  (AG)  for  Cl  and  Security 
Countermeasures  replaced  the  ZGs.  At  about  the  same  time.  Judge 
Webster  became  the  DCI. 

William  Sessions,  who  replaced  Judge  Webster  as  FBI 
Director,  brought  into  being  two  subgroups  under  the  AO/CI,  the 
Cl  Operations  Board  (COB)  and  the  Policy  Steering  Group.  The 
role  of  the  latter  was  primarily  the  Identification  of  Cl  policy 
issues  to  be  placed  on  the  AO/CI  agenda.  It  was  the  COB, 
however,  that  truly  Infused  the  Cl  community  with  unity  of 
purpose  and  action  in  a  meaningful  and  concrete  way. 

The  COB  came  into  its  own  shortly  after  the  fall  of  the 
Berlin  Wall  in  late  1989.  Originally  created  to  provide  Director 
Sessions  with  a  "fast-track"  capability  to  review  and  make 
recommendations  on  community  Cl  issues,  the  COB  quickly  became 
the  leading  edge  in  evaluating  the  slgnlfloanoe  for  Cl  of  the 
global  political  upheaval  that  was  beginning  to  take  place  and 
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talcing  dallberate  and  ooordlnatad  oparatlonal  etapa  to  deal  with 
thosa  ohangaa. 

Tha  military  aarvloa  Cl  aganolaa,  aa  wall  aa  OBD,  wara 
aotlva  playara  In  tha  COB  from  tha  baginning*  Although  tha 
"jolnthaas**  anbodlad  In  tha  AO/CI  and  Its  COB  vai  at  tha  national 
Intalllganoa  Conaunlty  laval,  It  had  Ita  Impact  on  tha 
Intaraarvloa  laval  In  DOD  aa  wall.  Through  tha  COB,  aanlor 
oparatlona  offloara  from  tha  aarvloa  ci  aganolaa  had  a  maanlngful 
and  aubatantlva  forum  that  mat  with  a  fraquaney  and  Intanalty 
llkaly  navar  bafora  axparlanoad. 

Tha  Baaaa  of  Cengraaa.  Tha  political  rahabllltatlon  of  CX 
alao  axtandad  to  tha  halla  of  Congraaa  during  tha  lattar  half  of 
tha  1980a.  Tha  atmoaphara  of  both  tha  Houaa  Barmanant  Balaot 
Commlttaa  on  Intalllganoa  (HPSCI)  and  tha  8SCI  had  ohangad 
dramatloally  alnoa  tha  1970a.  From  tha  parapaotlva  of 
Congraaalonal  ovaralght,  tha  attltudaa  of  both  oommlttaaa  had 
baooma  banlgn  and  aarloualy  oonoarnad  about  enabling  tha  CI 
aganolaa  to  do  a  mora  aff aotlva  job.  In  budgetary  mattara,  thalr 
attitude  baoama  banafloant  and  ganaroua.  CI  banaflttad  along 
with  tha  raat  of  tha  Intalllganoa  Community  and  Defanaa  In 
gaining  raaouroaa  daaparataly  naadod  for  modarnlaatlon. 

Tha  budgetary  gravy  train  began  to  alow  to  a  atop  mora  than 
a  year  bafora  tha  fall  of  the  Berlin  Wall,  however.  Tha  damanda 
of  tha  Oramm-Rudnan-Holllnga  Aot  for  a  balanced  Federal  budget 
brought  budgetary  growth  for  CI  to  an  and.  Tha  and  of  tha  Cold 
War  and  damanda  for  a  paaoa  dividend  which  began  tha  large  aoale 
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downslslng  of  th«  military  affaotad  tha  Intalliganoa  Community 
and  ita  Cl  oomponant  aa  wall.  In  tha  1990a,  Cl  haa  axparianoad 
outa  in  both  manpowar  and  dollara  that  parallal  tha  magnituda  of 
ovarall  dafanaa  outa.  Tha  affaot  haa  baan  to  out  off  Cl 
modarnisation  in  mid-atraam. 

Fiaoal  daolina  notwithatanding,  tha  Congraaaional  oommittaaa 
hava  thua  far  ramainad  aupportiva  of  Cl  in  a  policy  aanaa,  and 
hava  convayad  a  aanaa  of  aatiafaotion  with  tha  diraotion  tha  Cl 
oomnunity  haa  baan  haading.  In  Fabruary  1992,  tha  Chairman  of 
tha  8SCI  and  HPSCI,  senator  David  Beran  and  Congraaaman  Dava 
McCurdy,  introduced  oompanlon  billa  intending  to  produce  wide- 
ranging  raorganliatlon  of  tha  u.B.  Intalliganoa  community  to 
aooommodata  both  fiaoal  reality  and  global  political  change.  Cl 
waa  oonapiououa  by  Ita  abaanoa  of  mention  in  either  bill.  For 
hia  part,  Senator  Boren  indicated  that  this  waa  a  dalibarata 
omiaaion,'*  signifying  that  tha  existing  framework  for  Cl  in  tha 
Intalliganca  community  waa  aatiafaotory. 

In  reaction  to  tha  proposed  Boran-MoCurdy  bills,  tha  than 
Director  of  Central  Intalliganoa,  Robert  Oates,  proposed, 
received  Praaldantial  approval,'^  and  quickly  implamantad  hia  own 
version  of  intalliganoa  community  reorganisation  in  an  effort  to 
finesse  tha  need  for  legislation.  Lika  Boran-MoCurdy,  however, 
Gates  left  Cl  alone.  Thua,  tha  Cl  community  seamed  to  hava  had 
both  ita  structure  and  strategic  diraotion  validated  by  both  tha 
Congress  and  tha  Administration.  Thera  has  baan,  of  course, 
since  those  events  tha  Inauguration  of  a  new  Administration  and 
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the  seating  of  a  new  Congress.  How  the  Clinton  Administration, 
the  new  Director  of  central  Intelllgenoe,  the  new  Secretary  of 
Defense  and  new  seta  of  Congressional  eyee  may  view  the  Cl 
community  le  still  an  open  question  at  this  writing. 

DOD  Zateraal.  The  Impact  of  the  Year  of  the  Spy  and  the 
resulting  Presidential  and  congressional  pronouncements  cascaded 
down  to  the  DOD  level  even  more  so  than  to  ths  Xntelligenoe 
Community.  DOD,  after  all,  was  the  governmental  entity  most 
affected  by  the  Year  of  the  Spy. 

In  reaction  to  that  event.  Secretary  of  Defanse  Caspar 
Weinberger  in  1988  created  the  Stilwell  Commission  to  sxamine  the 
state  of  security  generally  within  DOD  and  to  offer 
recommendations  for  improvement.  Subsequent  experience  in 
providing  ci  support  in  joint  military  operations  provided 
important  lessons  to  the  Defense  CX  community.  Toward  the  end  of 
the  1980s,  Defense  CI  began  to  feel  the  impact  of  the  Ooldwater- 
Nichols  Act  in  terms  of  the  strengthened  roles  of  the  CZNCs,  the 
CJCS  and  the  Joint  Staff. 

Concurrently,  the  consolidation  of  Intelligence  and  security 
functions  under  the  Assistant  Secretary  of  Defense  for  Command, 
control,  Communications,  and  Intelligence  (ASD[C3I])  and  the 
creation  of  the  office  of  the  Deputy  Assistant  Ssoretary  of 
Defense  for  CI  and  Security  Countermeasures  (DASD[CI8SCM] ) 
provided  the  staff  ooherenoe  necessary  to  undsrtake  a 
comprehensive  review  of  Defense  intelligence  generally,  to 
include  CI. 
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On  25  Juna  1985,  littla  nora  than  a  month  aftar  John 
walkar'a  arraat,  saoratary  Walnbargar  aatabllahad  tha  OOD 
saourlty  Ravlav  comnlaalon  undar  tha  diraotion  of  ratlrad  Army 
Oanaral  Richard  0.  Stllwall.  What  baoama  ganarally  known  am  tha 
Stllwall  Conmlaaion  inoludad  Undar  Saoratary  Frad  Ikla;  thraa 
Aaslatant  Saoratarlaa  of  Dafanaa;  tha  DOD  Oanaral  counaal;  tha 
Dlraotora  of  tha  Army  Staff,  Naval  intalllganoa,  tha  National 
Saourlty  Aganoy,  and  tha  Dafanaa  Intalllganoa  Aganoy;  tha 
Inapaotor  Oanaral  of  tha  Air  Foroa,  a  ratlrad  Navy  admiral,  and 
tha  Dlraotor  of  saourlty  for  E.  I.  DuPont  daNamoura  &  Co.'* 

Tha  stllwall  Commlaalon'a  raport,  Kaaplna  tha  Nation* a 
saorata .  was  laauad  on  19  Novambar  1985.  It  oontalnad  a  total  of 
63  raoommandatlona  for  anhanolng  aaourlty  within  DOD,  of  which 
Walnbargar  approvad  allghtly  mora  than  SO.  According  to  tha 
formar  aaalatant  to  tha  Army  Commlaalonar,  tha  primary  thruat  of 
tha  Commlaalon'a  work  and  Ita  raport  waa  In  tha  araa  of  aaourlty 
oountarmaaauraa  rathar  than  Cl.  Thara  wara,  howavar,  llnkagaa  to 
Cl  auoh  aa  tha  axpandad  uaa  of  tha  polygraph  aa  a  aaourlty 
acraanlng  tool  which  Influanoad  tha  davalopmant  and  raflnamant  of 
varloua  DOD  policy  laauanoaa  on  Cl.'*  Tha  Commlaalon'a  raport 
alao  dlraotly  Influanoad  community  laval  dallbaratlona  on  NSR  18. 
In  aum.  It  did  much  to  provlda  fooua  for  tha  davaloplng  aanaa  of 
unity  of  affort  among  tha  Dafanaa  Cl  aganolaa. 

Parhapa  tha  flrat  algnlf leant  davalopmant  toward  a  joint 
approach  to  Cl  In  military  oparatlona  waa  tha  oonoapt  of 
aaalgnlng  Cl  Staff  Offloara  (CISOa)  to  aaoh  Unlflad  and  Spaclfiad 


16 


(U&S)  Connand  haadquartara.  Tha  idaa  was  born  In  mid‘-l987  as  a 
rasult  of  anothar  sxparlnant  in  joint  CZ,  tha  Joint  CI 
Oparational  Blanant  (JCIOB) . 

Tha  U.8.  Southarn  Connand  oraatad  tha  JCIOE  in  tha  nid-i980s 
to  provida  CI  support  to  Joint  Task  Poroa  Bravo  (JTF-B)  in 
Honduras.  JTP-B  arosa  fron  tha  buildup  of  U.  8.  nilitary  support 
to  Honduran  that  bagan  around  1973.'^  Zts  nission  baoana  ona  of 
coordinating  tha  U.  8.  foroa  prasanoa  thara  involvad  in  training, 
oontinganoy  planning  and  support,  and  nation  building.'*  Tha 
original  oonoapt  for  JCIOB  was  to  bring  alanants  of  tha  Amy's 
470th  Military  Intalliganoa  Brigada,  basad  in  Panana,  and  of  tha 
Air  Foroa  Offica  of  Bpaoial  Invastigations  (AF08I)  Miani  ragional 
offioa  undar  tha  oonnand  of  tha  JTF*B  oonnandar. 

By  1987,  this  noval  oonnand  and  control  ralationahip  had 
bagun  to  oausa  problans  with  tha  Amy,  and  to  sona  axtant,  with 
tha  Air  Foroa.  Tha  issuas  wara  twoi  dootrina  and  ovarsight. 
Whila  Amy  intalliganoa  and  AF08Z  had  workad  togathar 
oooparativaly  for  nany  yaars,  thay  wara  fundanantally  diffarant 
typas  of  organisations  with  graatly  diffaring  dootrina  and 
oparating  rulas.  AF08I  is  fundanantally  a  law  anforoanant 
organisation.  It  oparatas  prlnarily  undar  orinlnal 
invastigations  guidalinas,  and  only  to  a  llnitad  axtant  undar 
Intalliganoa  guidalinas.  Amy  CI,  as  part  of  Amy  intalliganoa, 
is  an  intalliganoa  oonponant,  and  oparatas  solaly  undar 
intalliganoa  guidalinas.  Thasa  diffaranoas  largaly  nanlfast 
thansalvas  in  tha  aooountabillty  and  approval  lava Is  for  various 
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kinds  of  operational  activities,  and  to  some  extent  in  techniques 
and  procedures.  Establishing  a  mutually  acceptable  standing 
operating  procedure  under  these  circumstances  was  at  best 
difficult.  Oversight,  a  parent  service  rssponsiblX Ity,  also 
became  a  problem  under  the  unusual  command  relationship 
established  for  JCIOE. 

When  the  JCIOE  situation  came  to  the  attention  of  the  then 
Director  of  Cl  in  OSD,  John  Donnelly,  he  concluded  that  the 
problem  arose  in  large  part  because  there  was  no  experienced  Cl 
officer  assigned  to  the  CiNC's  staff.  This  proved  to  be 
generally  the  case  among  U68  commands.  After  a  round  of 
consultations  with  the  CiNCs,  Donnelly  directed  his  staff  to 
prepare  a  policy  issuance  that  would  provide  each  CINC  with  Cl 
expertise  on  his  staff  in  the  fora  of  a  CI80,  and  at  the  same 
time  provide  the  theater  CINCs  operational  control  of  Cl  elements 
during  military  operations. 

The  result  was  DOD  Instruction  5240.10,  "DOD 
Counterintelligence  Support  to  Unified  and  Specified  comaaands," 
published  in  May  1990."  This  was  the  first  official  DOD 
pronouncement  on  jointness  in  Defense  Cl. 

By  the  time  of  the  DESERT  SHIELD  deployment  in  August  1990, 
most  U&S  commands  had  identified  a  CISO.  The  CISO  concept  and 
the  new  DOD  Instruction  received  their  acid  test  during  DESERT 
SHIELD  and  DESERT  STORM.  They  appeared  to  work  well  and  as 
Intended.  Most  importantly,  this  seed  of  jolntness  in  Cl  had 
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sprout«d  and  taken  root  in  the  framework  of  joint  military 
operations.^ 

Within  the  Pentagon,  other  developments  In  OSD  that  ware 
more  or  less  oonourrent  with  the  Gulf  War  would  provide  the  next 
major  inorement  of  jolntness  in  Defense  Cl.  Policy  and 
programmatic  responsibility  for  CI  and  security  oountormeasuros 
shifted  from  the  Deputy  Under  Secretary  for  Security  Policy  to 
the  Assistant  Secretary  for  C3I,  Duane  Andrews.  This  change  came 
at  a  time  when  it  had  become  apparent  that  the  sise  of  the 
Defense  establishment  was  going  to  be  reduced  significantly  and 
that  the  Cold  War  Bra  was  coming  to  an  and. 

One  of  Andrews's  first  tasks  was  to  develop  a  scheme  for 
broad  restructuring  and  refocusing  Defense  intelligence  to 
accommodate  the  new  realities.  The  plan  emerged  in  March  1991  in 
the  form  of  a  memorandum  signed  by  Defense  Secretary  Dick  Cheney 
entitled  "Plan  for  Restructuring  Defense  Intelligence."’’  The 
tone  and  direction  this  memorandum  set  produced  two  additional 
steps  toward  jolntness  for  Defense  CIi  the  development  of  a  DOD 
CI  strategy  document  and  the  creation  of  a  Joint  CI  Support 
Branch  to  support  the  Joint  Staff  J2. 

When  Andrews  assumed  the  CI  and  security  ccuntermeasures 
function,  a  political  appointee,  Nina  Stewart,  filled  the  newly 
established  post  of  Deputy  Assistant  Secretary  for  Cl  and 
Security  countermeasures.  During  her  tenure,  she  was  responsible 
for  developing  the  "Counterintelligence  Strategic  Plan  for  the 
90s,"  issued  in  white  paper  form  on  1  December  1992.  This  paper 
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does  not  tie  directly  to  the  March  1991  memorandtun,  but  clearly 
reflects  its  spirit,  as  well  as  that  of  DCI  Gates's  efforts  to 
reorient  the  Intelligence  Conmunlty  generally.  While  the  Cl  plan 
Is  a  classified  docunent,  sons  of  the  more  pertinent  portions  are 
unclassified.  Most  relevant  are  the  vision  statement  it  contains 
and  two  specific  objectives: 

THE  VISION 

The  DOD  Cl  program  must  detect  and  deter  foreign 
Intelligence  efforts  to  compromise  our  Nation's  defense 
capability.  Defense  Cl  will  work  closely  with  the  SCM 
community  to  ensure  a  rational  development  of  protection  for 
critical  weapcns  systems,  both  classified  and  unclassified 
sensitive  technological  data,  and  critical  resources.  Key 
to  these  efforts  will  be  the  maximum  exchange  of  critical  Cl 
information  between  intelligence  community  members  to  ensure 
timely  ci  participation  in  the  identification, 
characterisation  and  neutralisation  of  threats.  Integrated 
CI  and  SCM  support  for  both  policy  makers  and  Combatant 
Commanders  la,  and  will  continue  to  be,  a  top  priority. 
Future  Defense  CI  efforts  will  reflect  a  commitment  to 
providing  a  quality  product  responsive  to  the  needs  of  our 
consumers. 

SPECIFIC  OBJECTIVES 

Improve  CI  responsiveness  to  the  needs  of  the  services 
and  Combatant  Commanders,  especially  in  the  execution  of 
contingency  plans,  through  the  integration  of  Cl  into  the 
overall  planning  process;  ensure  the  effectiveness  of  the 
Joint  Counterintelligence  Support  Branch  in  support  of  the 
Joint  Staff  in  the  Pentagon  and  the  Counterintelligence 
Staff  Officers  at  Unified  and  Specified  Commands. 

Enhance  the  effectiveness  of  the  current  CI 
organisational  structure.  Where  appropriate,  centralise 
functions  to  reduce  duplicative  staffing.  Organisational 
structures  must  support  needs  of  the  military  departments 
and  Combatant  commanders,  while  reinforcing  military  service 
management  of  CI.” 
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STRATEGIC  CHALLENGES  FOR  DEFENSE  Cl 


Th«  DOD  Cl  Strategic  Plan  aat  forth  a  nuabar  of  ohallangaa 
for  Dafansa  Cl  in  tha  yaara  ahead.  Analyaia  of  thaaa, 
particularly  in  tha  light  of  proapaota  for  dininlahad  Cl 
raaourcaa^  ahova  anong  other  thinga  that  there  la  now  a  fairly 
clear  daaaroation  of  CZ  aupport  to  tha  oonbatant  ooflunanda  on  tha 
one  hand,  and  aupport  to  tha  auatainlng  baaa  on  tha  other.  In 
tha  latter  category,  of  partioular  oonoarn  ia  tha  Dafanaa 
raaaaroh,  davalopmant  and  aoquialtion  oonnunlty.  A  key  element 
in  evaluating  atratagio  Cl  ohallangaa,  than,  ia  finding  tha 
oorraot  balansa^  between  a  proper  and  properly  joint  approaoh  to 
aupportlng  tha  combatant  oommanda  on  tha  one  hand,  and  oontinuad 
aupport  for  tha  auatainlng  baaa  on  tha  other.  Tha  ohallangaa  aat 
forth  hare  are  r?t  thoaa  of  tha  Strategic  Plan,  but  rather  of  tha 
author's  own  davislng. 

CZ  support  to  Combatant  Commands. 

In  supporting  tha  combatant  commands,  tha  ohallanga  ia 
primarily  one  of  defining  what  joint  raquiramants  for  CZ  are  to 
be  and  ensuring  that  tha  aarvieaa  and  DIA  are  properly  atruoturad 
to  meat  thoaa.  Tha  Joint  Staff  J2  la  now  positioned  to  taka  tha 
lead  in  ensuring  tha  incorporation  of  rolavant  Cl  oonsldaratlona 
into  joint  planning  and  doctrinal  davalopmant. 

A  Chairman  of  tha  Joint  Chiefs  of  Staff  (CJCS)  memorandum  to 
tha  Joint  Staff  In  1992  astabllshad  tha  CZ  role  of  tha  J2  and 
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requires  that  there  be  Cl  review  and  Input  In  all  aspects  of  the 
Joint  Strategic  Planning  Systen.”  A  salient  challenge  for  both 
the  Joint  Staff  J2  and  the  service  Cl  Liaison  Officers  working 
with  the  Joint  Cl  Support  Branch  will  be  to  use  this  voice  in 
developing  a  praotioal  neans  of  oonpensating  for  the  loss  of 
continuity  in  forward  presence  as  our  military  forces  become 
inoteasingly  cOHUS-based. 

In  common  with  other  intelligence  disciplines,  particularly 
human  source  intelligence  (HUMXNT) ,  Cl  incurs  a  distinct 
disadvantage  from  the  emphasis  on  force  projection  as  opposed  to 
forward  baaing.  Successful  Cl  operations  depend  to  a  significant 
extent  on  presence  in  a  given  area  of  operations  in  advance  of 
any  response  to  a  contingency.  Area  knowledge,  language,  and 
host  country  agency  liaison  are  essential  elements  that  are  not 
continuously  available  to  Cl  elements  that  remain  for  the  most 
part  in  CONUS. 

For  contingency  deployments.  Cl  might  seek  to  use  commercial 

transportation  or  influence  the  Time-Phased  Force  Deployment 

Document  system  at  the  Joint  Staff  level  by  getting  Cl  to  the 

theater  of  war  as  early  as  possible.  General  Stewart  commented: 

The  key  is  to  get  Cl  elements  in  early.  .  .  .  There  is  much 
early  work  to  do  concerning  Cl  liaison  with  host  country 
Intelligence  and  security  organizations,  establishing  source 
networks,  coordinating  reporting  procedures,  conducting 
threat  assessments,  conducting  liaison  with  the  U.S.  embassy 
for  security  purposes,  and  establishing  contact  with  UN  and 
multinational  staffs.^ 


22 


Cl  could  also  8i9s)c  to  Integrate  itself  into  the  CJCS  concept  of 
Adaptive  Joint  Force  Packages^  as  a  naans  of  gaining  and 
preserving  exparienoa  in  forward  presanoe  areas. 

Connand  Intelliganoe  Architecture  Plans  (ClAPs)  generated  by 
the  combatant  connand  staffs  have  generally  begun  to  consider  the 
oonnands*  Cl  requirenents.  As  these  evolve,  the  challenge  for  Cl 
elenents  supporting  or  assigned  to  the  service  components  and  the 
conponents*  staffs  themselves  will  be  to  work  closely  and 
cooperatively  with  the  ciNC's  staff  to  ensure  that  an  appropriate 
balance  is  struck  between  unified  effort  at  the  combatant  command 
level  and  continued  support  to  the  respective  components.  In 
addition,  component  Cl  elements  will  be  challenged  tp  learn  how 
to  play  effectively  in  the  JSPS  at  the  combatant  command  level  as 
an  extension  of  the  challenge  to  the  Joint  Staff  and  military 
departments  outlined  above. 

In  mid-199a  began  the  first  effort  to  develop  joint 
doctrine,  tactics,  techniques  and  procedures  for  Cl.  At  this 
writing  the  effort  has  already  born  fruit  in  the  form  of  a  draft 
Joint  Publication  2-03.^  The  existing  test  Joint  Publication  2- 

0,  PQctrlna.  support  tp  Joint. 

largely  Ignores  Cl.  Joint  Publication  2-03  will  redress  this 

deficiency  to  a  large  extent. 

The  key  challenge  and  the  key  opportunity  for  Cl  in 
developing  joint  doctrine  will  be  to  provide  value  added  to  the 
combatant  commanders  through  a  doctrinal  formula  that  will 
produce  true  unity  of  effort  among  the  various  agencies.  The 
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••rvlctt  Cl  agancles  must  ranaln  raaponaiva  to  aarvloa  unlqua 
raqulranants,  but  thara  la  no  plaoa  in  tha  prooiaa  for  aarvloa 
paroohlallan* 

Two  of  tha  aoat  Important  laauaa  aabaddad  In  thla  ohallanga 
ara  daflnlng  Cl  oonnand  and  control  raiationahlpa  and  davaloplng 
a  olaar  Cl  rola  In  unlflad  oonmand  Intalllganoa  prooaaaaa* 
Without  tha  right  aat  of  oomnand  and  control  raiationahlpa 
linking  haadquartara  and  oonponanta,  unity  of  affort  In  military 
oparatlona  will  ba  no  mora  poaalbla  for  CZ  than  for  any  othar 
dlaolpllna.  Tha  Army  Staff 'a  Dlraotor  of  Cl  and  SCM  ballavaa 
that  tha  avantual  rola  of  Cl  in  tha  thaatar  Joint  Intalllganoa 
Cantara,  and  how  that  rola  la  dafinad^  will  ba  a  crucially 
Important  taat  bad  for  amarglng  joint  Cl  dootrlna.”  Thla  view 
la  llKaly  oorraot,  In  that  among  tha  four  major  CZ  funotlona, 
Intalllganoa  production  moat  raadlly  lands  Itsalf  to  jolntnaaa. 
Sarvloa  laval  dootrlna  on  tha  CZ  production  function  la  fairly 
uniform  as  It  la,  and  much  mora  so  than  on  tha  CZ  Invaatlgatlva 
function,  for  axampla. 

CZ  support  to  tha  suatainliig  Baaa. 

Tha  fooua  of  Dafansa  CZ  support  to  tha  sustaining  bass  must 
ba  oongruant  with  national  saourlty  and  military  strataglaa. 

This  appliaa  most  aspaolally  In  taohnologloal  araaa  having  to  do 
with  suparlor,  aophlstloatad  dafansa  systama  that  will  oontlnua 
to  provlda  our  amallar  forcaa  with  a  oompanaatlng  taohnologloal 
adga.  CZ  will  faoa  further  challangaa  In  tha  ganaral  areas  of 
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tttohnology  transfer,  special  weapons  proliferation  and  arms 
control . 

Frgttfli ing  Jiht.  tiighnolooiflil  idgt »  it  la  gsnersiiy  aooepted 
that  Cl  has  a  role  In  force  protection .  An  important,  If 
indirect,  way  ci  oontributes  to  foroe  protsotion  is  by  aggressive 
support  to  the  protection  of  technologies  we  will  put  on  the 
battlefield  in  the  years  ahead,  the  ohallenge  to  CI  will  be  to 
develop  efficient  methodologies  for  this  type  of  support  under  a 

t 

broadly  baaed  effort  such  as  the  Acgulsition  Systems  Protection 
Program. 

flBgfiUl  wiipgnijaggUgjritiga  ind . sms  ggntgQl.  sinoe  the 

ratification  of  the  Intermediate  Nuclear  Forces  Treaty,  CI  has 
learned  a  good  deal  about  the  prevention  of  the  unintended  loss 
of  technological  information  in  the  context  of  Intrusive  on-site 
inspections.  On-slte  inspections  has  become  a  normal  means  of 
arms  control  treaty  verification.  Success  in  this  area  will 
continue  to  ohallenge  CI.  The  new  ohallenge  will  be  to  develop 
similarly  successful  methodologies  to  support  strategic 
objectives  to  limit  the  proliferation  of  weapons  of  mass 
destruction. 

Other  01  Ohalleages. 

There  are  also  a  number  of  challenges  which  transcend 
questions  of  support  to  combatant  commands  end  the  sustaining 
base.  These  issues  have  service  as  well  es  joint  implications. 
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Transitioning  from  an  anvlronnant  that  was  clearly  threat 
based  to  the  more  ambiguous,  oapabillties  based  environment  the 
U.S.  faces  generally  poses  challenges  for  Cl  as  well  as  for  other 
functions  related  to  national  security.  The  national  level  Cl 
community  has  already  done  much  work  in  this  area  in  the  context 
of  the  AG/CZ,  and  the  conclusion  has  been  in  general  terms  that 
there  remains  a  set  of  what  has  been  termed  traditional  threats 
emanating  from  such  countries  as  Russia,  China,  North  Korea  and 
Cuba.  Beyond  these,  there  is  also  a  set  of  "non-traditional" 
threats.  These  focus  on  issue  areas  of  national  concern  (e.g., 
special  weapons  proliferation,  technological  superiority, 
economic  competitiveness)  in  which  the  U.S.  may  face  intelligence 
threats  from  a  variety  of  countries,  to  include  some  which  are  at 
least  nominally  friendly  to  the  U.S.. 

While  this  approach  is  useful  and  in  tune  with  the  times,  it 
does  not  account  for  intelligence  threats  which  may  not  be 
present  or  identifiable  until  a  military  deployment  is  ordered. 
The  challenge  for  Defense  Cl  will  be  to  anticipate  and  prioritise 
carefully  and  correctly  the  appropriate  set  of  intelligence 
threats  on  the  one  hand,  and  to  posture  Itself  with  the 
appropriate  capabilities  to  deal  with  issue  area  type  threats 
that  do  not  lend  themselves  to  prediction. 

Rapid  technological  advances  in  Information  handling,  both 
In  terms  of  communications  and  automation,  present  new  and 
potentially  very  lucrative  opportunities  for  foreign  espionage 
and  sabotage.  Cl  agencies  at  the  national  level  as  well  as 
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within  DOD  must  jointly  and  continuously  dsvalop  and  raflna 
advanoad  Invaatlgatlva  taohnlquas  to  onablo  tha  dotaotion  of  auoh 
aotlvitlaa. 

Finally,  thara  la  aonathing  of  an  idantity  orlala  that  haa 
baan  anarglng  for  Cl  alnoa  about  1990,  and  it  bags  rasolutlon. 
Within  tha  raala  of  Intalllganoa  and  aaourlty.  Cl  oftan  finds 
Itaalf  as  sonathlng  of  a  "lonar."  It  is  a  unlqua  activity,  but 
ona  which  la  intarlockad  with  othar  dlscipllnaa. 

within  tha  ci  conaunity  ganarally,  thara  ara  two  aehoels. 

Ona  of  thaaa,  axanpllflad  by  tha  CIA  and  followad  by  DIA  and  tha 
Army,  viawa  CI  primarily  as  an  intalllganoa  diaolpllna.  Tha 
othar,  to  which  tha  FBI,  tha  Navy  and  tha  Air  Foroa  adhara,  aaaa 
CI  primarily  as  an  aspact  of  law  anforoamant. 

Tha  Army,  tha  Karina  Corpa,  and  to  aoma  axtant  08D  and  DIA, 
also  saa  a  strong  affinity  batwaan  CI  and  HUNINT.  In  Army 
Intalllganoa,  CI  and  HUMINT  hava  a  long  historical  ralatlonahlp 
and  ara  functionally  intartwinad,  aspaoially  at  oparatlonul  and 
tactical  achalona.  In  combat  intalllganoa  oparatlona,  tha  two 
ara  aomatlmaa  virtually  Indistinguiahabla. 

On  tha  othar  hand.  Cl  haa  a  vary  oloaa,  inharant 
ralatlonahlp  with  tha  aaourlty  oountaraaaauras  disoiplinas.  Tha 
NAG(CI98CM)  struotura  at  tha  national  laval  undar  tha  DCI,  as 
wall  as  tha  oraation  of  tha  DASD(CI&8CN)  in  DOD  undar  tha 
ASD(C3l)  raflaot  tha  lagltlaacy  of  this  ralatlonahlp. 

Thoaa  in  Congrass  and  DOD  who  ara  rightly  saaklng  ways  of 
achlaving  graatar  afflclanolaa  and  aoonomias  may  wall  aaak  to 
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narg*  Cl  with  on*  or  mnothor  of  th***.  Alt*rnatlv*ly>  *■  ha* 
happ*n*d  In  tha  paat,  thara  could  ba  a  nova  to  oonaolldata 
criminal  invaatigatlva  functions,  laaa  Cl,  at  tha  DOD  laval,  thus 
ramovlng  that  function  from  tha  aarvloaa.  That  ralaaa  tha 
guastion  of  what  to  do  with  tha  Cl  alamanta  in  tha  Air  Foroa  and 
Navy,  which  ara  part  of  thair  raapaotlva  criminal  Invaatlgatlona 
aganoiaa.  Whathar  in  a  moda  of  aalf-dafanaa  against 
Inatltutlonal  tlnkarlng  or  simply  to  Impart  a  olaarar  sanaa  of 
salf-idantlty,  tha  Dafansa  Cl  community  naads  to  addrass  tha 
Issua  in  a  joint  fashion. 

Tha  atratagio  ohallangas  for  Cl  abound  with  opportunitias 
for  unifiad  affort  among  tha  sarvioas.  Indaad,  a  joint  approach 
to  thaaa  may  wall  prova  to  b*  tha  main  bay  to  suooasa  in  masting 
thasa  ohallangas.  Tha  institutional  path  to  jointnass  in  Dafansa 
Cl  is  anothar  mattar  ant Ir sly. 

PATHS  TO  JOINTNESS t  FOUR  MODELS 

Unquastlonably,  jointnass  has  baooma  tha  primary  byword  in 
DOD  sine*  tha  passaga  of  th*  Ooldwatar-Niohols  Act  in  1986.  Much 
of  this  papar  thus  far  has  foousad  on  how  Cl  within  DOD  has 
gradually  adgad  itsalf  toward  a  aansa  of  community,  and  hanoa, 
jointnass,  in  tha  approach  that  this  aasantlally  daoantralicad 
disoiplina  takas  in  fulfilling  its  rola  and  accomplishing  its 
functions.  That  sort  of  jointnaas  has  oantarad  around  inoraasing 
dialogua,  coordination,  data  sharing  and  tha  llko.  Dafansa  Cl  is 
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now  approftohlng  th«  fotaulatlon  of  joint  (^octrlnor  )>ut  thoro  hav 
not  baan  muoh  aarloua  oonaidaratlon  ao  far  of  a  ganaral 
raatruoturlng  of  Cl  within  DOD.  It  may  prova  naithar  naoaaaary 
nor  daairabla  to  do  ao,  but  aona  aarioua  oonaidaration  of  optiona 
aaama  timaly  and  appropriata* 

Thara  ara  nany  patha  to  jointnaaa.  Cantralising  raaouroaa 
into  a  ”purp.la  auit"  organisation  aithar  at  tha  DOD  or  U&8 
oonnand  laval  may  appaal  to  aoma,  but  it  ia  by  no  maana  tha  only 
way  to  aohiava  an  adaguata  dagraa  of  unity  of  purpoaa  and  action, 
which  ia  raally  at  tha  haart  of  jointnaaa.  It  may  wall  ba  that  a 
ooharant  body  of  joint  policy,  dootrina,  and  prooaduraa,  oouplad 
with  oonaiatanoy  and  datamination  in  coordination  and 
collaboration  among  tha  DOD  Cl  aganoiaa  ia  auffioiant. 

Evan  ao,  it  ia  parhapa  tima  to  giva  aoma  oonaidaration  aa  to 
what  altarnativa  atruotural  modal a  thara  might  ba . for  Cl  within 
DOD.  Soma  work  in  this  araa  vaa  dona  in  mid-l99a  by  tha  offioa 
of  tha  DASD(ClftSCN)  in  raaponaa  to  paroaivad  praaauraa  from 
Congraaa  to  oonaolidata  criminal  invaatigationa  funotiona  in  E)OD, 
and  in  particular  from  tha  HPSCI  to  oraata  aoma  aort  of  DOD-laval 
Cl  agency  aa  a  maana  of  oonaolidation  of  raaouroaa.  Thia  affort 
navar  want  bayond  tha  diaouaaion  ataga,  but  it  did  at  laaat  aat 
forth  a  aat  of  fiva  modala,  along  with  thair  attendant  advantagaa 
and  diaadvantagaa,  for  oonaidaration.*  Thia  aat  of  modala 
axoludad  tha  atatua  guo,  and  for  tha  moat  part  foouaad  on 
combining  Cl  with  an  axiating  Dafenaa  aganoy.  For  purpoaaa  of 
thia  papar,  and  abaant  axtarnal  praaauraa  to  do  ao,  wa  will 
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propottt,  axanintt,  and  sutooaquantly  analyaa^  a  diffarant  aat  of 
four  altarnatlva  nodala. 

MXXtDlt-oaatrio  Nodal  i  ("darviea  cz  Aganelaa"). 

Thla  nodal  rapraaanta  tha  praaant-day  atitua  iguo.  Th*  08D 
aat  did  not  oonoldar  thia  nodal,  ainoa  lib  aaauniad  that  thara 
would  ba  aona  fofn  of  congraaaional  praabura  for  ohihga  f ron  tha 
atatua  quo.  It  navarthalaiaa  provldaa  a  bhoollha  for  oonparlaon 
with  tha  thraa  altarnatlva  nodala.  undar  thla  nodal,  tha  pr Inary 
authority  and  raaponalblllty  for  tha  eonduot  of  CI  Invaatlgatlona 
and  oparatlona  la  vaatad  In  tha  aaoratariaa  of  tha  nllltary 
dapartnanta  (MILOlPa) .  Thla  raf laota  thalr  ourrant 
raaponalbllltlaa  undar  Tltla  10,  U.  8.  Coda,^  aa  wall  aa  ovar 
flva  daoadaa  of  organliatlonal  avolutlon  in  which  tha  CZ  aganolaa 
of  aaoh  aarvloa  hoa  baan  ahapad  to  oonfom  to  tha  naada  of  tha 
raapaotlva  NZLDBPa. 

Aa  can  ba  aaan  In  Flgura  1,  thara  la  algnifloant  dlvaralty 
In  tha  way  Cl  la  atructurad  In  tha  thraa  NiLDBPa.  In  tha 
dapartnanta  of  tha  Navy  and  Air  Foroa,  Cl  haa  baan  atruoturad 
primarily  aa  an  adjunct  function  of  tha  NIZDBPa*  criminal 
Invaatlgatlon  aganclaai  tha  Naval  Criminal  Invaatlgatlva  Sarvloa 
(NCI8)  and  tha  Air  Forca  Offloa  of  Spaolal  Invaatlgatlona 
(AF08I) . 

Thara  ara  aona  Important  dlffaranoaa,  howavar.  AF081 
raporta  dlraotly  to  tha  Air  Foroa  Inapaotor  Qanaral,  la  tha  aola 
CI  actor  In  tha  dapartnant,  and  la  a  fully  atovaplpad 
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Figure  1.  MILDEP-Centric  Model 


organization.  Of  tha  thraa  sarvioai,  tha  Air  Foroa  has  tha 
alnplaat  and  moat  atriilghtforvard  Cl  atruotura. 

NCIS  la  atruoturad  Intfrnally  aonavhat  Ilka  AFOSI  to  tha 
axtant  of  balng  a  atovaplpa  organiiatlon  with  a  dual  orinlnal 
invaatlgatlva  and  CX  niaalen,  but  it  raporta  to  tha  Saoratary  of 
tha  Navy  through,  and  takaa  Cl  polloy  guidanoa  froa,  tha  Oiraotor 
of  Naval  Xntalllganoa.  Alao  unlika  tha  Air  Foroa,  tha  Dapartaant 
of  tha  Navy  haa  a  nuabar  of  Marina  Corpa  Cl  taaaa  which  ara 
providad  to  daploying  Marina  ooahat  foraatlona  for  Cl  aupport 
during  allltary  oparatlona.  Thaaa  Marina  Cl  taaaa  raaaabla  in 
aoat  raapaota  tha  ci  alaaanta  found  In  Amy  MI  bFlgadaa  and 
battaliona  at  oorpa  and  dlvlalon  aohalona. 

Amy  CI  atruoturaa  ara  far  diffarant  and  mora  oomplax.  Tha 
primary  dlvarganoaa  batwaan  tha  Amy  and  tha  othar  aarvidita  ara 
twoi  tha  Amy  vlawa  CI  primarily  aa  an  aapaot  of  Intalliganoa 
work  rathar  than  criminal  invaatigationa ,  and  the  Amy  doaa  not 
hava  a  highly  oantralizad,  atovaplpa  atruotura  lika  tha  othar 
aarvloaa.  Rathar,  tha  Amy  raliaa  on  a  natwork  of  '’control 
offioaa"  to  provlda  a  maaaura  of  oantralizad  taohnioal  control 
and  coordination  of  Cl  invaatigationa  and  oparatlona,  and 
otharwlaa  laavaa  tha  day-to-day  managamant,  oommand  and  control 
of  CI  alamanta  to  dlvaraifiad  ohalna  of  oommand  in  tha  flald. 

Atop  tha  Amy 'a  CI  atruotura  la  tha  Daputy  Chiaf  of  Staff 
for  Intalliganoa  (DCSINT) ,  tha  Amy'a  aanior  intalliganoa  officer 
and  a  principal  ataff  offlcar  on  tha  Amy  Staff.  Tha  DCSINT,  who 
raporta  dlraotly  to  tha  Chiaf  of  Staff  of  tha  Army,  functlona  in 


32 


a  stawardshlp  capacity  for  th«  Sacratary  of  tha  Army  in  tha 
dlaoharga  of  tha  lattar'a  Tltla  10  raaponalbilitlaa  for  Cl  and 
military  intalllganoa  aotlvitias  ganarally.  Aa  tha  formulator  of 
Cl  policy  for  tha  Army  aa  wall  aa  ita  primary  raaouroa  managar, 
tha  OCSINT  provldaa  ataff  guldanoa  and  dlraotlon  for  tha  conduct 
of  Cl  aotlvltlaa  In  tha  Army  ganarally,  but  commanda  no 
operational  CX  unlta.  Aa  tha  Army  Staff 'a  "G2",  tha  DCSINT  la 
alao  raaponalbla  for  kaaplng  tha  Army  laadarahlp  informed  of 
significant  CI  avanta  and  aotlvltlaa  Impacting  on  tha  security  of 
tha  Army. 

Moat  Army  CI  rasouroaa  are  vested  In  tha  Army's  Intalllganoa 
and  saourlty  Command  (INSCOM),  which  functions  under  tha  ataff 
auparvlalon  of  tha  DCSINT.  INSCOM  commands  apaolallaad  CI  unlta 
and  multl-diaolpllnad  military  Intalllganoa  brigades  which  deploy 
with  tha  Army's  combat  forces.  In  tha  latter  olroumatanca,  Cl 
alamants  of  tha  MI  brigade  are  placed  under  tha  operational 
control  of  tha  theater  Army  commander,  ganarally  through  tha 
command 'a  senior  Intalllganoa  officer.  INSCOM  also  manages,  on 
behalf  of  tha  DCSINT,  tha  system  of  control  offices  mentioned 
earlier. 

Tha  DCSINT 'a  authorities  and  raaponalbilitlaa  for  policy 
guldanoa  and  raaouroa  management  alao  extend  to  other  Army 
commands  Involved  In  CI.  These  would  Include  tha  senior 
Intalllganoa  offloara  In  Army  major  commands  (Including  tha  Army 
component  commands  at  theater  level) ;  tha  Army  Intalllganca 
Canter  and  School,  a  major  subordinate  command  of  Training  and 
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Doctrine  Costutand;  the  650th  MI  Group,  which  provides  Cl  support 
to  Allied  Conunand  Europe  and  reports  to  the  SACEUR;  and  the  Ml 
units  and  staffs  organic  to  Amy  corps,  division,  amored  cavalry 
regiments,  separate  brigades  and  special  forces  groups. 

All  three  MiLDEPs  share  In  their  Cl  programs  the  focus  on 
the  departmental  secretary  (or  his  designee)  as  the  primary 
decision  maker.  The  MILDEP  secretaries.  In  turn,  report  to  the 
Secretary  of  Defense,  who,  under  Title  10  authority,  delineates 
the  specific  scope  of  the  MILDEP  secretaries'  responsibilities 
for  Intelligence  matters,  to  Include  ci.’‘  The  Implication  here 
la  that  at  the  OSD  level.  Cl  la  treated  as  an  Intelligence 
matter.  Irrespective  of  MILDEP  organisational  alignments.  Within 
OSD,  Cl  la  aligned  to  the  Assistant  Secretary  of  Defense  for 
Command,  Control,  Communications  and  Intelligence  (A80[C3I]),  and 
spoolfloally  to  the  Deputy  Assistant  Secretary  of  Defense  for  Cl 
and  Security  Countemeasures  (DASDfCI&SCM) ) . 

The  role  played  by  the  DA8D(CI&SCM)  Is  roughly  analogous  to 
that  played  by  the  Army  DCSINT;  policy,  resource  management,  and 
keeping  the  Secretary  of  Defense  Infomed  of  significant  matters. 
The  DASD(CI&SCM)  generally  does  not  become  Involved  In  the 
coordination  and  decision  making  processes  associated  with  Cl 
Investigations  and  operations,  but  may  exert  operational 
management  by  exception  where  and  when  required.  Examples  of 
this  type  of  management  by  exception  would  Include  tasking  the 
services  for  Cl  support  In  connection  with  a  request  for 
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asslstanctt  from  tha  FBI  or  CIA,  or  mounting  a  Cl  operation  In 
support  of  a  Defense  agency  or  Institute. 

The  DASD(CI68CM)  Is  also  the  primary  DOD  representative  on 
Interagency  fora  related  to  Cl,  and  chairs  the  Defense  Cl  Board 
which  fosters  interservloe  and  interagency  coordination , 
cooperation,  interoperability  and  data  sharing.  Flnallyi  the 
DA8D(ClftSCN)  may  assign  to  one  or  another  HILDBP  executive  agency 
responsibility  for  CI  support  to  the  various  defense  agencies. 

The  Defense  Intel llgenoe  Agency  (DIA) ,  whose  director 
reports  directly  to  the  Secretary  of  Defense,  has  a  unique  and 
evolving  role  In  CI.  DIA  does  not  have  a  charter  to  conduct  CI 
Investigations  and  special  operations,  but  does  have  a  primary 
role  In  CI  production  within  DOD  as  part  of  Its  overall  general 
military  Intelligence  production  mission.  More  recently,  DIA  has 
constituted  for  the  Chairman  of  the  Joint  Chiefs  of  Staff  a  J2 
directorate,  which  Includes  a  Joint  Cl  Support  Branch  (JCI8B) , 
established  in  March  1992.’’ 

The  JCISB  provides  the  usual  kinds  of  staff  action  support 
within  the  Joint  Staff,  among  several  other  functions.  Most 
notably  to  date,  JCISB  has  assumod  the  role  ol  Insuring  the 
Infusion  of  CI  considerations  Into  the  Joint  Sixateglo  Planning 
System;  become  the  focal  point  for  the  development  of  joint  CI 
doctrine,  tactics,  techniques  and  procedures;  and  has  developed  a 
coordinating  network  among  the  CI  staff  Officers  In  the  U&S 
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Comnands  as  well  as  an  interssrvlce  Joint  Cl  Issues  Working 
Group.”  The  JCISB  exerts  no  authority  over  service  Cl  elenents. 

OfD-Oentrie  Model i  ("The  Defense  CZ  Agency  [DCIA]") 

The  first  of  the  three  nodels  to  be  presented  In  this  paper 
as  possible  alternatives  to  the  status  quo  for  structuring  Cl 
within, DOD  posits  a  major  shift  In  the  Title  10  responsibilities 
of  the  Service  Secretaries  with  respect  to  intelligence 
activities.  It  assumes  that  the  Secretary  of  Defense  has 
rsllsved  the  Service  Secretaries  from  both  the  mission  and 
responsibility  to  conduct  and  oversee  Cl  investigations  and 
speolai  operations  within  the  military  departments.  To  replace 
the  service  Cl  agencies,  this  model  further  assumes  that  the 
Secretary  of  Defense  has  received  congressional  authority  to 
create  a  new  defense  agency,  to  which  we  will  give  the  notional 
title  of  the  Defense  Cl  Agency  (DCIA) . 

The  DCIA  would  be  structured  generally  along  the  lines  of 
the  existing  Defense  Investigative  Service  (DIS) ,  and,  like  DIS, 
would  be  subordinated  to  the  ASD(C3I)  through  the  DASD(CItSCM} . 
Also  like  DIS,  DCIA  would  be  headed  by  a  career  Senior  Executive 
Service  member  (or,  alternatively  by  a  two-star  general  or 
admiral) .  OSD  would  task  the  MILDEPs  to  provide  civilian  spaces 
and  military  manpower  to  staff  DCIA,  which  would  receive  Its 
funding  from  the  Foreign  Counterintelligence  Program,  a  component 
of  the  National  Foreign  Intelligence  Program  managed  by  the 
Director  of  Central  Intelligence. 
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Figure  2.  OSD-Centric  Model 


DCIA  would  control  and  conduct  all  Cl  invastlgatlona  and 
apaolal  oparatlona  within  DOD,  and  would  ba  tha  aola  point  of 
contact  within  DOD  for  oparational  coordination  with  FBI  and  CIA. 
DCIA  would  hava  tha  additional  niaalon  of  providing  ganaral  Cl 
oparationa  support  to  tha  U&S  ooianands  and  dafanaa  aganolaa  in 
tha  form  of  aaourity  advioa  and  aaaistanoa.  Vha  axistlng  Cl 
Staff  Offioara  aaalgnad  to  tha  US8  coananda  would  ba  providad  by 
DCIA  rathar  than  by  tha  aarvioaa,  aa  ia  praaantly  tha  oaaa. 

DCIA  would  not,  howavar,  aaauma  tha  Cl  production  aiaaion 
currently  aaalgnad  to  DIA.  Tha  MILDBP0  would  retain  a  liaitad 
authority  to  retain  Cl  alaaanta  organio  to  warfighting  units  as 
is  praaantly  tha  case  in  tha  Aray  and  Marina  Corps.  Thaaa  latter 
alaaanta  could  retain  tha  capability  to  conduct  Cl 
Investigations,  but  under  guidalinas  and  central  control  exerted 
by  DCIA  in  auch  tha  saaa  manner  as  tha  sarvioas  now  conduct 
personnel  security  investigations  on  behalf  of  DI8. 

As  shown  in  Figure  2,  DCIA 'a  organization  foouaaa  on 
geographic  regional  oommanda  with  subordinate  field  offices  and 
resident  offices  to  provide  Cl  support  down  to  tha  installation 
level.  Tha  headquarters  for  tha  Europe,  Pacific  and  Americas 
Regions  would  ba  oo*-looatad  with  th«\  theater  CINC's  headquarters, 
and  the  head  of  each  region  would  have  a  general  support 
relationship  with  the  CINC's  J2.  Subordinate  field  offices  would 
similarly  be  established  in  proximity  to  the  headquarters  of  the 
theater's  component  commands,  and  the  resident  offices  wou]d  be 
positioned  to  support  the  major  subordinate  commands  and 
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Installations  of  saoh  oonponsnt.  Ths  C0NU8  rsglon  would  llksly 
bs  ths  largsst  of  ths  najor  DCIA  subordlnats  slsnsnts,  and  would 
bs  ohargsd  with  supporting  not  only  ths  CONUS-bassd  CINCs,  but 
also  ths  ssrvlos  najor  oonnands  composing  ths  sustaining  bass  as 
wall  as  ths  various  dsfshss  agsnolss  and  Instltutss.  A  fifth 
najor  slsmsnti  squlvalsnt  to  a  rsglon,  Is  ths  Spsolal  Contlngsnoy 
Unit  (SCU) .  in  normal  psaostlms  opsratlons,  ths  Washlngton-bassd 
sou  would  bs  rslativsly  lightly  mannsd  and  would  dlrsotly  support 
ths  CJCS,  as  wall  as  provlds  Cl  support  within  ths  Psntagon 
gsnsrally.  In  ths  svsnt  of  a  contlngsnoy  operation,  ths  SCU 
would  surge  to  provlds  a  Cl  slsmsnt  capable  of  deploying  with  ths 
designated  contingency  forces  and  providing  Cl  support  In  ths 
theater  of  operations  for  ths  duration  of  ths  contingency. 

DXA-esatrio  Model i  (''Directorate  for  Operations"). 

As  a  variant  of  ths  OSD-Csntrlo  model,  ths  DIA-osntrlc  model 
also  removes  from  the  MILDEPs  ths  functions  of  conducting  Cl 
Investigations  and  spsolal  operations,  but  there  are  several 
Important  differences. 

In  this  Instance,  It  Is  assumed  that  the  Secretary  of 
Defense  has  decided  to  concentrate  these  Cl  functions  at  a  level 
above  the  MILDEPs,  but  has  not  gained  Congressional  authority  or 
not  desired  to  establish  a  new  defense  agency  for  the  purpose. 
Noting  DIA's  role  as  the  DOD  HUMINT  manager,  the  Secretary 
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Figure  3,  DIA-centric  Mode! 


dtttttmln**  to  assign  tho  Cl  functions  to  DIA,  and,  with  ths 
oonourrsnos  of  tho  Dlrsotor  of  DIA  and  congrasslonsl  oonnittassi 
roll  than  into  ths  axlatlng  Dlraotorata  of  Oparatlona,  haadad  by 
an  Amy  major  ganaral.  ci  production  ramalna  with  DZA'a  Offioa 
of  Olobal  Analysis,  and  ths  rola  of  ths  axlsting  Offioa  for 
Saourity  and  Countarintalllgsnoa  is  raducsd  to  saourity 
managamant  within  DIA,  and  its  manpowar  contribution  to  tha  JCISB 
is  raallgnad  to  tha  anlargad  Dlraotorata  for  Oparatlona  (DO) . 

Undar  an  axpandad  CI  ohartar  aooordad  by  ASD(C3I),  DIA  would 
struotura  Itsalf  to  assuma  oparatlonal  aanaganant  of  CI 
Invastlgatlons  and  oparatlona  in  much  tha  saaa  way  as  it  did  for 
HUMINT  oparatlona  during  1992.  DO  Would  oparationally  control, 
nanaga  and  ooordinata  all  CI  Invastigations  and  spaoial 
oparatlona  within  DOD,  and  would  ba  tha  singla  point  of  contact 
for  oparatlonal  coordination  with  CIA  and  FBI. 

DO  would  fomally  astablish  for  itsalf  ci  oparatlonal 
Tasking  Authority  (CIOTA)  ovar  its  own  subordinatas  and  tha 
aarvloa  CI  aganclas.  Tha  pramlsa  of  CIOTA  is  darlvad  from  tha 
long-standing  signals  Intalliganoa  (8I0INT)  Oparatlonal  Tasking 
Authority  (SOTA)  vastad  in  tha  Diraotor  of  tha  National  Saourity 
Aganoy  (NSA) .  Undar  SOTA,  NSA  diraots  tha  oparatlonal  aotivitias 
of  tha  strataglc  oollaotlon  assats  of  tho  sorvloa  cryptologic 
aganclas  without  intarvantlon  from  raspaotlva  sarvlca  chains  of 
command.  DIA,  in  enlarging  its  authority  as  tha  DOD  HUMINT 
manager,  created  a  similar  HUMINT  Tasking  Authority  (HOTA) . 
Naithar  SOTA  nor  HOTA  concern  thamsalvas  directly  with  tactical 
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l«v«l  aotlvlti««  in  tha  raapaotiva  dlaoiplinas,  but  CZOTA  would 
do  BO,  to  tha  axtant  that  it  raaohaa  down  to  all  Cl  alamanta  in 
tha  oonponantB  of  tha  U&s  oonnanda.  Tha  CZ  foroa  atruotura 
within  tha  NZLDBPa  would  ranaln  aubatantially  intaot,  but  would 
raoaiva  oparational  diraotion  and  control  fron  DO  rather  than 
from  aarvioa  cz  aganoiaa  or  MZLDEF  haadquartara.  Thia 
configuration  alao  impliaa  that  atatutory  raaponaibilitiaa  of 
tha  MZLDEP  aaoratariaa  ramain  ivichangad. 

undar  thia  achama,  DZA  alao  raoaivaa  aoma  additional 
nanpowar  apacaa  to  carry  out  certain  CZ  funotlona  which  are 
deemed  more  appropriate  for  direct  DZA  involvement  aa  oppoaad  to 
that  of  tha  KZLDEPa.  Thaaa  direct  DZA  funotlona  would  include 
overall  management  of  tha  JCZSB,  tha  introduction  of  CZ  calla 
into  at  laaat  aaleotad  DZA  Dafanaa  Attache  Off loaa  (DAOa) ,  tha 
provlaion  of  CISOa  to  tha  UCiS  oommanda  and  CZ  aupport  to  dafanaa 
aganoiaa  (currently  aaalgnad  to  tha  NZLDEPa  aa  axaoutlva  agency 
raaponaibilitiaa) .  Placing  CZ  calla  in  DAOa  ia  calculated  to 
overcome  the  axiatlng  problem  of  forward  baaing  CZ  aaaeta  in 
parta  of  the  world  where  the  U.S.  military  doea  not  have  e 
forward  force  preaenca  but  doea  have  aignlfloant  potential  for 
Involvement  in  major  regional  contlngenolea.  Upon  aaauming  the 
czso  function  In  tha  U&S  oommanda,  DZA  would  expand  the  role  of 
thoae  Bupportlng  regional  CZHCa  to  include  in-thaater  oparational 
cont) ol  and  coordination  of  CZ  Inveatigationa  and  operatlona 
carried  out  by  aervloa  CZ  elementa. 
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Th«  notional  organization  atruotura  daplotad  In  Flgura  3 
llluatrataa  tha  DIA-oantrlo  nodal,  and  aooounta  for  Cl  aupport  to 
tha  auatainlng  baaa,  aa  wall  aa  for  UtS  oonaanda.  It  alao 
highlights  n  ohangad  and  soaawhat  dlalnlshad  rola  for  tha 
DA8D(CZ&SCM) .  Undar  currant  allgnnants,  tha  Diraotor  DIA  raports 
dlraotly  bo  tha  Saoratary  of  Dafansa,  and  in  that  sansa  is  on  tha 
sans  llna  as  tha  CJC8  and  tha  A8D(C3I) .  Furthar,  undar  DIA*b 
sohana  of  providing  functional  nanagars  for  tha  various  dafansa 
Intalllganca  dlsolpllnas,  tha  00,  having  aooruad  tha  nacasaary 
oparatlonal  author Itlas,  would  logically  bacons  tha  DOD  Cl 
functional  nanagar,  just  as  ha  is  tha  DOD  HUMINT  functional 
nanagar.  This  inplias  also  that  tha  DO  is  tha  pr inary  official 
charged  with  tha  preparation  and  nanaganant  of  DOD's  Foraign 
Countarintalliganoa  Progran  budgat,  just  as  ha  now  praparas  and 
nanagas  tha  HUMINT  portion  of  tha  Oanaral  Dafansa  Intalllganca 
Progran.  This  is  a  fv..iotlon  which  has  hitherto  been  solely  tha 
purview  of  tha  DASD(GlCt8CN) ,  who  would  now  be  reduced  to  a  nora 
general  progrannatlc  oversight  rola.  Tha  function  of  keeping  tha 
Secretary  of  Dafansa  Infornad  of  significant  Cl  natters  would 
logically  also  shift  to  DIA.  DA8D(CZt8CN)  would,  however,  retain 
present  policy  rasponsibllitias  and  progrannatlc  oversight. 

Joint-Staff-Osatrlo  Modal i  (”J2CI  Staffs*') 

Tha  last  of  tha  four  nodals  for  dafansa  Cl  to  be  praaantad 
in  this  paper  focuses  on  tha  critically  Inportant  task  of 
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Figure  4.  Joint-Staff-Centric  Model 


providing  adoquat*  and  rasponaiva  Cl  support  to  tha  U6S  oonnanda. 
It  aaaumaa  that  CJCS,  as  apokaanan  for  tha  CINCa,  has  approaohad 
tha  Sacratary  of  Dafanaa  with  a  raquaat  that  tha  CZNCa  ba  givan 
full  oparatlonal  control  ovar  aarvioa  cz  alananta  supporting 
foroaa  undar  tha  CZNCa*  oombatant  oonnand  authority.  Thla  would 
atrangthan  tha  authorltlaa  aXraady  ontllhad  in  DODZ  5240.10.  Tha 
Sacratary  approvaa,  invoking  Titla  10,  Saotion  165.**  Tha  MILDSP 

r  ,  ' 

aaoratarlaa  otharwiaa  retain  tha  adainiatrat.iva  chain  of  coaunand 
ovar  tha  aarvioa  CZ  alananta.  It  laavaa  tha  aorvloa  Cl  aganoiaa 
and  foroa  atruoturaa  intact,  but  anhancaa  tha  CZNCa  oparatlonal 
control  of  CZ  aotivitlaa  in  tha  various  thaatara.  It  doaa  not 
oonoarn  Itaalf  with  CZ  support  to  dafanaa  aganoiaa  or  aarvloa- 
laval  sustaining  basa  oonnanda,  laaving  thoaa  functions  undar  tha 
DASD(CI6SCH)  and  tha  diraotion  of  tha  aarvioa  aaoratarlaa.  It  is 
thus  not  a  oonplata  nodal  for  raatruoturlng  dafanaa  CZ,  but 
rathar  is  United  to  infusing  tha  Joint  Staff  with  broad 
authority  for  planning  and  atratagic  diraotion  of  CZ  aotivitlaa 
in  tha  oonbatant  oonnanda  and  tha  U6S  oonnanda  with  inportant  new 
authorltlaa  anbodlad  in  tha  oonoapt  of  CIOTA,  as  dasorlbad  undar 
tha  DIA-oantrlo  nodal. 

CIOTA  in  tha  aansa  of  broad  stratagio  operational  guidance 
and  staff  suparvlsion  would  ba  vested  in  tha  J2  of  tha  Joint 
Staff,  and  tha  function  would  ba  one  integral  to  tha  Joint  Staff, 
daaplta  DIA's  rola  in  nannlng  tha  J2  staff.  Tha  CZNCa  would 
axaroisa  CIOTA  through  tha  CZ  Staff  Offloar  (CISO) ,  who  baoonaa 
an  intagral  part  of  tha  CZNCa  J2  staff  rathar  than  a  aarvioa 
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detailae  as  Is  now  generally  the  case.  Fron  the  theater  level, 
CIOTA  conveys  through  the  senior  Intelligence  officers  of  the 
ooaponent  oonaands  to  the  service  CI  elenents  operating  in  the 
theater. 

While  CIOTA  would  focus  on  the  direction  and  teohnioal 
control  of  CI  invest igat ions  and  operations,  it  would  also 
inoluda  tasking  authority  for  CI  production  to  DIA  and  the 
theater  Joint  Intelligence  Centers  as  well.  CIOTA  would  also 
inolude  tasking  authority  and  aanagement  of  CI  oolleotion 
aotivities. 

The  Joint  Staff  J2's  functions  and  authorities  would 
concurrently  be  expanded  to  inolude  the  establishnent  of  theater 
CI  priorities  as  part  of  his  input  to  JSPS. 

As  shown  in  Figure  4,  the  organisational  neohanlsa  for 
axarcislng  ciOTA  is  a  systen  of  control  offices  sonewhat  siailar 
to  the  present  Army  system,  which  in  this  model  would  be  limited 
to  CI  activities  in  support  of  CONUS-based  forces  and  the 
sustaining  base. 


CHANGE  AND  THE  DESIRED  END  STATE 

How  much  jointness  is  enough?  A  necessary  preface  to  any 
consideration  of  changing  the  organisational  structure  of  Defense 
CI,  particularly  where  the  aim  is  to  enhance  unity  of  effort,  is 
some  conclusion  as  to  the  desired  end  state.  What  should  CI  look 
like,  functionally?  What  should  be  the  effects,  the  value  added. 
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of  jolntnaas?  Do  wa  naad  to  changa  tha  structural  paradigm  of 
Dafansa  Cl  to  gat  thara?  Ona  way  to  bagln  is  to  astabllsh  soma 
olaar  objaotlvss  or  prlnolplas  by  which  to  naasura  tha  adequacy 
of  jolntnaas.  Tha  foregoing  analysis  providss  tha  basis  for 
thraa  such  prlnolplas  as  a  tantatlva  daflnltlon  of  a  daslrad  and 
stats  for  Dafansa  Cl. 

Prlnolpla  it  Ensure  rasponslva  support  to  the  combatant 
commands  and  thalr  components  which  rsf loots  unity  of  effort. 

Principle  2t  Meet  the  future  strategic  ohallengas  for  ci  In 
a  coherent  manner. 

Principle  3i  Provide  for  essential  Interoperability  among 
tha  service  CI  agencies,  OIA,  and  the  various  joint  and  service 
staffs.  Chiefly,  this  Implies  the  need  for  a  joint  Information 
systems  architecture  to  support  Defense  Cl. 

Having  established  at  least  the  frameworh  for  a  desired  end 
state,  how  do  we  measure  a  perceived  need  to  change  the  existing 
structures  against  those  principles?  It  may  well  be  that  the 
status  quo  Is  adequate,  or  that  relatively  minor  adjustments  in 
doctrine.  Interoperability,  and  the  llks  will  achieve  the  desired 
result.  Two  principles,  at  least,  should  apply. 

Principle  it  Carefully  evaluate  the  long  term  effects  of 
efficiency  and  economy  that  may  result  from  a  reorganisation 
against  the  likely  short  term  costs.  Institutional  perturbation, 
and  personnel  disruptions. 

Congress  and  DOD  officials  who  might  ssek  a  broader 
reorganisation  of  Defense  CI  should  keep  In  mind  that  the 
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adoption  of  any  of  tha  thrae  altarnatlva  nodala  of farad  hara,  or 
of  any  variant  tharaof,  will  at  a  alnlntun  produea  soaa  laaa  than 
datlrabla  aaoond  and  third  ordar  af facta.  To  uaa  a  popular 
figura  of  apaaoh,  thla  will  ba  an  aaotional  '*rloa  bowl"  laaua  for 
tha  aarvioaa.  How  much  Inatitutional  orookary  can  wa  braak 
bafora  wa  gat  a  nagatlva  return  on  Invaataant?  Thla  la  an  laaua 
that  tanda  to  gat  abort  ahrlft  froa  Influential  offlolala 
dataralnad  to  affect  change.  It  haa  enough  daatruotlva 
potential,  however,  that  It  daaarvaa  conaldaratlon  aa  a  natter  of 
prudence. 

Oanaral  colln  Powell,  In  reporting  to  Congraaa  In  early  1993 
on  tha  rolaa,  mlaalona,  and  funotlona  of  tha  Armed  Forcaa, 
affectively  rejected  propoaala  to  oantrallaa  certain  funotlona. 
Thaaa  Included  theater  air  defenae,  ohaplalna,  and  the  legal 
oorpa.  In  doing  ao,  the  CJCS  cited  factora  auoh  aa  near  term 
ooata,  peraonnel  dlaruptlon,  loaa  of  support  tailored  to  aervloe- 
unique  oonolderatlona,  and  Inalgnlf leant  cost  savings. He 
stated: 

We  cannot  preserve  our  military  strength  If  we  place 
perceived  economy  ahead  of  proper  effectlveneaa,  or  If  we 
place  one  Service  or  component  ahead  of  others.  If  we 
proceed  too  quickly,  or  Impose  changes  so  large  they  cannot 
bo  absorbed,  the  risk  la  that  we  may  destroy  the  basic 
fabric  of  our  fighting  force. ^ 

In  a  much  smaller  sense,  the  sane  applies  to  Defense  Cl. 

Principle  2:  Explicitly  develop  and  articulate  the  desired 

end  state  of  organisational  change  In  Defenae  Cl.  What  should 

the  Defenae  Cl  structure  look  like  when  we  are  through  tinkering 
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with  It?  What  must  be  preserved?  What  will  be  better  in  terns 
of  value  added? 

Enhanced  interoperability  should  be  a  prinary  ooneideration. 
Integral  to  enhanced  Interoperability  la  preserving  the 
effectiveness  and  integrity  of  the  major  ci  funotlons 
(investigations,  operations,  dolleotlon  and  production). 

CI  should  also  naintain  its  customer  service  orientation. 
Many  senior  CI  officials  in  DOD  agree  that  for  CI  to  provide 

I  I  . 

optimal  support,  CI  agents  in  the  field  need  extensive  Knowledge 
of  the  commands  they  serve,  and  of  the  services  of  the  commands. 

A  CI  agent,  however  competent,  whose  background  is  primarily  with 
the  Navy  will  be  hard  pressed  to  deal  effectively  and  credibly 
with  Army  or  Air  Force  commanders.  One  is  reminded  of  the  line 
Meredith  Willson's  musical  comedy  The  Music  Man:  "You  gotta  know 
the  territory." 

Finally,  CI  must  emerge  from  any  change  with  responsibility 
for  CI  activities  and  their  oversight  clearly  fixed  on 
Identifiable  officials.  Agents  of  change  will  need  to  have  their 
legal  counsel  and  legislative  liaison  officers  in  tow.  Any  major 
organizational  change  involving  a  shift  of  CI  authorities  will 
almost  certainly  Impact  upon  the  Title  10  responsibilities  of  the 
service  secretaries.  It  may  well  be  that  legislative  action  will 
be  a  necessary  precondition  to  a  major  reorganization  of  Defense 
CI. 
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Adv«iitag«a  and  diaadvantagaa  of  tba  four  aodola. 

Tho  MILDEP-oantrlo  nodal,  tha  status  quo,  is  funotlonal, 
albalt  oonplax  and  parhaps  baffling  to  souiaona  outslda  tha 
Dafansa  Cl  oonmunity.  Maohanlsns  such  as  tha  Dafansa  Cl  Board 
and  tha  naw  Joint  Cl  Support  Branch,  as  wall  as  tha  Intaraganoy 
advisory  group  nantlonad  aarllar  hava  avolvad  as  fora  for  tha 
discussion  and  raaolutlon  of  joint  issuas  and  for  tha  promotion 
of  unity  of  affort.  Ona  rasult  has  baan  to  build  a  family  of 
joint  Cl  training  ooursas.  Thasa  hava  baan  usaful  In  tarns  of 
building  profasslonal  skills  to  a  common  standard,  and  show 
pronlsa  of  fostarlng  graatar  commonality  of  Cl  dootrlna  and 
praotloa  among  tha  aarvlcaa.*^  Tha  Cl  aganoias  of  tha  Air  Fores 
and  Navy  hava  movad  toward  much  olosar  oparatlonal  ralatlonshlps 
with  tha  major  and  component  commands  of  thalr  sarvloas.  In  much 
tha  Sana  way  as  tha  Army  has  traditionally.*' 

Doctrinal  disparity  remains,  howavar,  but  ovar  tha  years, 
tha  sarvioa  Cl  aganoias  hava  learned  to  deal  with  this,  and  there 
is  agraanant  on  tha  functional  structure  of  Cl  at  least.  On  tha 
other  hand,  the  different  orientations  on  law  anforoament  or 
intalliganca  as  tha  foundation  for  Cl  hava  contributed  to  Cl's 
identity  crisis. 

Thera  is  ona  other  major  point  of  vulnerability  In  tha 
status  quo.  Above  tha  level  of  tha  MILDEPs,  there  is  no  ona  in 
charge  of  Cl  In  tha  sense  of  an  executive  with  day-to-day 
directive  operatJonal  authority.  Tha  SIGINT  and  HUMINT 
disciplines  hava  such  a  manager.  That  is  not  to  say  that  Cl 
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n«adB  one,  but  the  lack  of  one  presents  an  obvious  target  for 
those  bent  on  change. 

The  OSD-centrlo  nodel,  which  creates  the  OCl^A,  represents  a 

■■  •  ■■■'''  ■ 

drastic  change,  but  one  which  undeniably  and  unanblguously 
produces  jointness  and  unity  of  effort.  It  nay  well  be>  however, 
one  of  those  "changes  so  large  they  cannot  be  absorbed"  that 
General  Powell  described.**  Is  there  perhaps  also  a  "You  gotta 
know  the  territory"  problen?  Many  in  Defense  Cl  think  so,  and 
point  to  the  Defense  investigative  Service  (DIS) .  They  vibw  the  , 
history  of  DIS  as  a  good  reason  not  to  create  a  "purple  suit"  Cl 
agency  for  OOD  at  the  expense  of  the  HILiSbps.^ 

When  DIS  cane  into  being  oyer  two  decades  ago,  the  HXLDBP  Cl 
agencies  were  relieved  of  the  responsibility  for  conducting 
personnel  security  investigations  in  the  U.S..  Initially,  newly 
established  DIS  offices  were  nanned  largely  by  military  Cl  agents 
from  nearby  offices.  Over  time,  DIS  phased  out  the  military 
agents  and  became  a  civlllanlsed  agency.  Nowadays,  DIS  agents 
typically  have  no  military  background  whatever. 

This  Is  not  to  criticize  DIS,  but  simply  to  point  out  that 
such  agencies  tend  to  olvllianize  over  time  and  lose  any 
connection  with  the  MILDEPs  to  the  point  where  operational 
personnel  do  not  understand  well  the  entitles  they  are  assigned 
to  serve. 

Of  the  three  alternative  models,  the  DIA-oentrlc  one  appears 
as  though  It  could  deal  effectively  with  the  "Who's  In  charge?" 
issue  and  at  the  same  time  produce  relatively  little  turbulence 
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In  MILDEP  fore*  structura.  DIA  also  has  wall  davalopad 
Institutional  tias  to  both  tha  Joint  Staff  and  tha  Uts  oonnands. 
Tha  quastion  hara  is  ona  of  prasarving  tha  intagrity  of  Cl 
functions. 

How  nuoh  of  ex  would  DZA  want  to  buy  into?  cartainly,  CX 
spaoial  operations  naka  a  raasonably  olosa  nathodological  fit 
with  DXA's  HtmiMT  funotibn,  Praaantly  tha  sarvioa  CX  aganoias 
coordinata  thasa  directly  with  tha'PBX  or  CXA  as  appropriate,  and 
thara  is  i|ib  intarvaning  coordination  or  appxoval  authority  at  tha 
DOD  laval.  Whether  ona  is  naadad  or  not  is  an  arguable  issue. 

Absorbing  the  Investigative  function  would  create  a  fairly 
steep  institutional  learning  curve  for  DXA,  but  ona  which  tina, 
axparienca  and  the  integration  of  axperianoad  personnel  could 
ovaroona.  DXA  already  has  a  dominant  role  in  CX  production.  Xt 
is  the  assumption  of  the  broad  operational  area  of  security 
advice  and  assistance  to  commanders  and  taohnioal  CX  sarvloas 
which  may  be  lass  than  appealing  to  DXA.  That  is  an  Important 
operational  function,  and  ona  that  is  integral  to  tha  customer 
orientation  focus. 

Finally,  tha  Jolnt-Staff-cantrlo  modal  offers  assured 
jolntnass  in  the  realm  of  military  operations.  Xt  also  would 
provide  the  basis  for  developing  wall  elaborated  joint  doctrine, 
tactics,  techniques  and  procedures.  Xt  i»,  however,  an  imperfect 
model  as  pointed  out  earlier,  in  that  it  does  not  and  could  not 
reasonably  deal  with  the  continuing  requlicementfl  for  CX  support 
in  the  sustaining  base.  This  circumstance  places  the  service  CX 
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agencies  In  the  unenviable  position  of  having  to  resolve 
competing  requirements  for  limited  Cl  resources.  Unless  there 
would  be  a  clear  set  of  priorities  which  the  Secretary  of  Defense 
would  establish  in  this  regard ^  this  modal  could  prove  to  be  less 
than  viable.  At  best,  it  appears  to  foster  a  rupture  in  the 
integrity  of  Cl  functionality. 

CONCLUSION 

Defense  Cl  has  changed  considerably  in  the  past  two  decades, 
and  especially  since  the  end  of  the  Cold  War.  Among  the  various 
intelligence  disciplines,  however,  Cl  is  peculiar  in  ways  that 
make  the  evaluation  of  the  changes  difficult. 

Early  in  this  paper,  we  saw  the  difficulty  Cl  has  in  making 
its  successes  in  counterespionage  appear  to  be  other  than. the 
evidence  of  failure  in  security.  We  discussed  at  some  length 
Cl's  Identity  crisis  and  the  problems  with  trying  to  align  Cl 
functions  with  security  countermeasures  or  other  intelligence 
disciplines.  More  often  than  not,  it  is  easier  for  those  outside 
Cl  to  evaluate  by  its  failures  than  its  successes.  Cl  failures, 
like  other  types  of  intelligence  failures,  tend  to  be  obvious  and 
embarrassingly  well  publloleed,  as  was  the  case  in  the 
revelations  that  led  to  the  Dark  Age  of  Cl  in  the  1970s. 

On  the  other  hand.  Cl  efforts  which  are  ineffective  or 
absent  are  often  transparent,  at  least  until  a  war  starts.  That 
Is  whan  our  combatant  ooxnmanders  may  learn  to  their  dismay  that 
inadequate  Cl  and  security  have  enabled  the  enemy  to  acquire 
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datallad  knowladg*  of  our  war  plana  or  haa  auooaaafully 
panatratad  a  olaaaiflad  vaapon  ayatan  program  aarly  anough  in  tha 
proouranant  oyola  to  hava  davalopad  an  affaotlva  oountarmaaaura . 

That  Dafanaa  Cl  muat  mova  along  aoma  path  toward  jolntnaaa 
ia  aaaantial  to  maat  tha  ohallangaa  ahaad.  Tha  path  to  tha  joint 
and  atata  ultlmataly  aalaotad  muat  ha  wall  thought  outt  Tha 
foundation  la  In  plaoa  In  tarma  of  policy  and  amarglng  dootrlna, 
but  tha  daalrad  and  atata  la  not  yat  wall  daflnad.  It  la  not  too 
aoon  to  atart  Ita  davalopmant.  Evaluating  jolntnaaa  In  Cl  by  tha 
aoundnaaa  of  whatavar  avolutionary  path  may  ba  ohoaan  will  llkaly 
ba  aaalar  and  hanoa  a  battar  yardatlok  than  rating  It  by  tha 
ralatlva  auooaaaaa  and  falluraa  of  Cl  oparational  maaauraa.  Tha 
framawork  of  prlnolplaa  of  ohanga  aat  forth  in  thla  papar  may 
prova  uaaful  to  that  and. 

Soma  ohanga  In  Dafanaa  Cl  atruoturaa  may  ba  Inavltabla. 

Thaaa  ohangaa  naad  not  naoaaaarlly  ba  draatlo  or  unpalatabla,  but 
thay  could  ba,  particularly  If  drlvan  by  ohanga  aganta  axtarnal 
to  tha  Dafanaa  Cl  oommunlty.  Any  of  tha  four  organizational 
modala  of farad  hara  can  ba  mada  to  work.  That  Inoludaa  tha 
atatua  quo,  NILDEP-oantrlo  modal.  Oanaral  Btawart  oommantad: 

"Tha  praaant  syatam  of  oomponant  Cl  organization!  la  not  brokan; 
In  fact  It  la  working  qulta  wall.  .  .  .[but]  tha  futura  dlotataa 
a  nora  joint  Cl  atruotura . A  battar  outcoma  In  tarma  of  tha 
overall  health  of  Defanae  Cl  will  vary  llkaly  raault  if  aa  a 
community  It  charta  Ita  own  path  to  jolntnaaa  and  aata  Ita  own 
agenda  for  change. 
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